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About this Document

Thank you for purchasing this WEBVIEW™ Pro Series Network Camera or Network Video Server.
This user manual includes instructions for using and managing the camera on your network.
Networking experience will be helpful when setting up and using this product. Updated versions of
this document will be posted to www.networkipcam.com as they become available.

Legal Considerations
Video and audio surveillance can be prohibited by laws that vary from country to country. Please check
the laws in your local region before using this product for surveillance purposes.

Electromagnetic Compatibility (EMC)
This equipment generates radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

- Re-orient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment to an outlet on a different circuit than the receiver.

- Consult your dealer or an experienced radio/TV technician for help.

- Check that shielded (STP) network cables are being used with this unit to ensure compliance with

EMC standards.

This equipment has been tested and found to comply with the limits for a Class B computing device
pursuant to Subpart B of Part 15 of FCC rules, which are designed to provide reasonable protection
against such interference when operated in a commercial environment. Operation of this equipment in
a residential area is likely to cause interference, in which case the user, at his own expense, will be
required to take whatever measures may be required to correct the interference. This digital equipment
fulfills the requirements for radiated emission according to limit B of EN55022/1998, and the
requirements for immunity according to EN55024/1998 residential, commercial and light industry.

Safety
This equipment complies with EN 60950, Safety of Information Technology equipment.

Radio Transmission Regulatory Information
This equipment generates and radiates radio frequency energy, and must be installed and operated
while maintaining a minimum body-to-camera distance of 3 feet (1 meter).
Tested to comply with FCC Standards FOR HOME OR OFFICE USE.
This product must be installed and used in strict accordance with the instructions given in the user
documentation.
This product complies with the following radio frequency and safety standards:
Europe -EU Declaration of Conformity.
This device complies with the requirements of the R&TTE Directive 1999/5/EC with essential test
suites as per standards EN 301489: General EMC requirements for radio equipment; and ETS 300328:
Technical requirements for radio equipment.
USA -Federal Communications Commission (FCC): This device complies with Part 15 of FCC Rules.
Operation of the device is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference that may cause undesired operation.

Trademark Acknowledgments
Ethernet, Internet Explorer, Linux, Microsoft, Mozilla, Netscape Navigator, OS/2, UNIX, Windows,
WWW are registered trademarks of the respective holders. Java and all Java-based trademarks and



logos are trademarks or registered trademarks of Sun Microsystems, Inc. in the United States and
other countries.

Video Standard and Product Classification
As the video standard varies from country to country, users are asked to check it first and choose
the right model. The two most common video standards used are NTSC and PAL. NTSC is the video
system or standard used in North America and most of South America. In NTSC, 30 frames are
transmitted each second. Each frame is made up of 525 individual scan lines. PAL is the
predominant video system or standard mostly used overseas. In PAL, 25 frames are transmitted
each second. Each frame is made up of 625 individual scan lines.
These are the products represented in this user manual:
MNC-L200N: Wired MPEG4/JPEG CCD Network Camera for NTSC standard
MNC-L200P: Wired MPEG4/JPEG CCD Network Camera for PAL standard
MNC-W200N: Wireless MPEG4/JPEG CCD Network Camera for NTSC standard
MNC-W200P: Wireless MPEG4/JPEG CCD Network Camera for PAL standard
MNC-L200NIR: Wired MPEG4/JPEG CCD IR Network Camera for NTSC standard
MNC-L200PIR: Wired MPEG4/JPEG CCD IR Network Camera for PAL standard
MNC-W200NIR: Wireless MPEG4/JPEG CCD IR Network Camera for NTSC standard
MNC-W200PIR: Wireless MPEG4/JPEG CCD IR Network Camera for PAL standard
MNC-L200M20: 2.0 Megapixel Wired MPEG4/JPEG CMOS Network Camera
MNC-W200M20: 2.0 Megapixel Wireless MPEG4/JPEG CMOS Network Camera
MNS-202: Wired MPEG4/JPEG Network Video Server for NTSC & PAL standards
MNC-300VN: Vandal Proof Dome Camera for NTSC standard
MNC-300VP: Vandal Proof Dome Camera for PAL standard
MNC-XXXTDN : True Day & Night Version

(MNC-L200N(P)TDN / MNC-W200N(P)TDN / MNC-300VN(P)TDN)
MNC-XXXTDNIR : True Day & Night with IR Night Vision Version (MNC-300VN(P)TDNIR)
To determine your video standard, refer to the lists below.
PAL: Afghanistan, Algeria, Argentina, Austria, Australia, Bangladesh, Belgium, Brazil, China, Denmark,
Finland, Germany, Hong Kong, Iceland, India, Indonesia, Iraq, Ireland, Israel, Italy, Jordan, Kenya,
Kuwait, Liberia, Malaysia, Netherlands, Nigeria, Norway, New Guinea, Pakistan, Singapore, South
Africa, Southwest Africa, Sudan, Sweden, Switzerland, Thailand, Turkey, Uganda, United Kingdom,
United Arab Emirates, Yugoslavia, Zambia
NTSC: Canada, Chile, Costa Rica, Cuba, Dominican Republic, Ecuador, Japan, Mexico, Nicaragua,

Panama, Peru, Philippines, Puerto Rico, South Korea, Taiwan, USA. Users are asked to read the
following before using the Pro Series Network Camera.



Important Notices

Camera surveillance laws may differ for each country. Contact the local authorities to avoid
any surveillance law violations.

Note that the CCD lens that comes with the Pro Series Network Camera can be damaged
permanently if exposed to direct sunlight. If your application demands prolonged exposure to
sunlight, you should consider equipping it with a sun visor.

The Pro Series Network Camera is not weatherproof. Be aware of environmental
specifications included in the manual. For outdoor use, use a weatherproof case to protect the
camera from water, moisture or temperature (higher or lower than specifications). For camera
cleaning, gently wipe with a clean, dry cloth.

Be sure to use only the DC adapter provided with your camera. Connecting the camera
directly to AC current may cause electrical damage to the camera.

Be careful when handling the camera. Physical shocks can cause serious damage.

Be sure to mount the camera securely to avoid any personal injuries. Keep the camera out of
reach of children.

If the camera does not operate properly, contact your local distributor. Do not disassemble the
product, as that may void the warranty.

Specifications are subject to change without prior notice to enhance the product quality
and stability.

The contents of this manual may differ from actual products due to product upgrade or
enhancement.



1: Product Overview
1.1 About the Pro Series Network Cameras and Video Servers

The Pro Series Network Cameras and Network Video Server are all-in-one networking devices that
contain a digital color camera (or a connection for analog CCTV cameras), a powerful Web server, an
optimized embedded operating system, hardware for image compression and a physical Ethernet
connection. The products do not need any additional software or hardware. Simply provide power,
connect an Ethernet cable and view from any computer on the network. For the Network Video Server,
you need a conventional CCTV camera as your video input source. The WEBVIEW Pro Series
Network Cameras and Network Video Servers are ideal for surveillance applications that require
high-quality, full-motion video and audio, as well as comparatively low bandwidth demands on the
network. These products provide an easy user interface for remote access to receive the optimal
synchronized video and audio from anywhere, anytime over the Internet with the popular Internet
Explorer Web browser, as easy as surfing any regular Web sites. More than just a high-performance
network camera, the Pro Series Network Cameras and Network Video Server also offer many
advanced features to provide solutions such as remote surveillance, home/business security,
audio/video conferencing, motion detection and more.

NOTE: This user manual includes the Network Video Server whenever it refers to Pro Series Network
Cameras.

1.2 Main Features and Benefits

Convenient Operation

The Pro Series Network Camera does not need any additional software or interaction with any other
server. The only software needed is a common Web browser, such as Microsoft Internet Explorer 5.x
or above.

Open Standards

The Pro Series Network Camera supports TCP/IP networking, SMTP e-mail, FTP, HTTP and other
Internet-related protocols. The camera can be used in a mixed operating system environment with
Windows, Unix, Mac and OS/2. It integrates easily into other www/Intranet applications and CGl
scripts.

Simple Administration

Using a standard Web browser, you can configure and manage the Pro Series Network Camera
directly from its own embedded Web pages. The embedded operating system is upgradeable through
the network; check with your local WEBVIEW dealer for firmware upgrades.

External Devices
The auxiliary Input/Output connector on the camera allows you to connect to a variety of
external devices, such as IR sensors, switches and alarm relays.

Security

Your Pro Series Network Camera includes a self-contained Web server, which means that digital
images can be secured like any other Internet host. Your network administrator, using the unit's
security settings in combination with an organization’s Internet firewall, normally implements data
protection. The administrator can decide whether individuals, groups or the whole world may access
the camera. The Pro Series Network Camera supports multi-user password protection.

Compression and Performance
With a variable frame rate dependent on the image quality and bit rate, the camera delivers
MPEG4 video at up to 30 images per second.



Dual Mode Compression
For application providers, system integrators and other APs, this camera supports three types of video:
1) MPEG4 video; 2) M-JPEG compression; and 3) MPEG4+M-JPEG mode.

Full Duplex Two-Way Audio
Full duplex two-way audio is available by connecting an external microphone and speaker to the
camera.

IEEE 802.3af Standard PoE (Power over Ethernet) Supported

Software

IP Installer for quick installation

Webview manager for viewing and recording multi cameras up to 16 channels in a screen
ETSP Client Motion Detection Recording Utility

Check http://www.networkipcam.com for latest versions.

2: Physical Description
2.1 Package Contents

Check all items packed inside the box as listed below.

ITEM DESCRIPTION
Network Camera or Video MPEG4/JPEG dual mode Network
Server Camera

IP Installer, upgrade program,

Installation CD Manual, Webview Manager, etc.

Power Supply AC power adapter and power cord
Stand Wall & table stand*
Connection (Console) Cable RS-232 cable
User Manual Hard-copy book

* You can use a standard camera stand or tripod for the Pro Series Network Camera.



2.2 MPEG4 CCD and CMOS Camera Front View

Network Activity LED

Operating Status LED

Power LED

Power LED (Red): Once power is supplied to the camera, the red LED will light.

Operating Status LED (Green): This LED indicates the camera’s operating status. Once power is
supplied, the LED lights and then blinks once every second as long as the video is transmitted on the
network during normal operation. When there is no video transmission, the LED stops blinking. Under
an event-trigger situation, the green LED becomes red and blinks rapidly. During simultaneous
operation of event-trigger capture and video monitoring, it blinks rapidly and alternates between red
and green. When you click the "camera off" button in the administrator’'s menu, the green LED turns
yellow, which shows that your IP camera has stopped transmitting video and audio.

Network Activity LED (Yellow): This LED indicates network activity. When lit, the network is up and
running; when off, the network is down and not working.



Rear View

Power Connector Wireless Antenna
(Wireless Models)

Mini DIN for RS-232
MINI-DIN Communication

GG_@ : \ ., /
Reset Button - RS485 D/I D/O P/O

Network Connector / \

Power Connector: Only use the supplied AC adapter to avoid any possible damage from electric
shock.

Network Connector: Connect 10Base-T Ethernet or 100Base-TX Fast Ethernet cable.

GPIO Connector

External Microphone

External Speaker

GPIO Connector: To connect external devices such as infrared sensors, alarms or motion detectors
(refer to Appendix F: 1/0 Connector).

Mini DIN Connector: To connect external devices such as the external zoom/focus lens mechanism,
or to connect directly to a serial port for camera configuration via HyperTerminal.

SPK: Use to connect to an external speaker for audio communication. The audio sent over the network
from a connected client computer can be delivered through this externally connected speaker.

MIC: The external microphone for audio input. The live audio can be captured and transmitted to the
connected camera client via the use of this MIC.

NOTE: The Pro Series Network Camera is compatible with 3.5mm stereo microphones. If you are a
3.5mm mono microphone user, use the included 3.5mm stereo plug to two 3.5mm mono jack converter.
Then you can utilize two mono microphones simultaneously.

RESET: Restore the factory default settings.

10



2.3 MPEG4 CCD IR Camera

Infrared Emitter Diodes Light Sensor
LED’s automatically Measures the light level and
turn on in the dark activates the IR LED's in the dark

The IR camera has the exact same connectors and LED’s as the standard models. The difference is
the lens and the CCD image sensor.

Captured image from MPEG4 CCD IR Camera —Left : Daytime, Right : Nighttime
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2.4 Network Video Server

Front view

Video Input Video Output Network LED Power LED

Video Input: To input video signal through a coaxial cable
Video Output: To output video signal through a coaxial cable.

On Air LED (Green): This LED indicates the Video Servers operating status. Once power is supplied,
the LED lights and then blinks once every second as long as the video is transmitted on the network
during normal operation. When there is no video transmission, the LED stops blinking. Under an
event-trigger situation, the green LED becomes red and blinks rapidly. During simultaneous operation
of event-trigger capture and video monitoring, it blinks rapidly and alternates between red and green.
When you click "Video Server off" in the administrator’s menu, this green LED turns yellow, which
shows that the IP Video Server has stopped transmitting video and audio.

Network Activity LED (Yellow): This LED indicates network activity. When lit, the network is up and
running; when off, the network is down and not working.

Power LED (Red): Once power is supplied to the Video Server, the red LED will light.

Power Connector: Only use the supplied AC adapter to avoid any possible damage from
electric shock.

RESET: Restore the factory default settings.

Rear view

Power /O Connector Ethernet Mini-DIN Connector

Speaker Out Microphone In
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I/0 Connector: To connect external devices such as infrared sensors, alarms or motion
detectors (refer to Appendix F: 1/0 Connector).

Ethernet (Network Connector): Connect 10Base-T Ethernet or 100Base-TX Fast Ethernet cable.

SPK: Use to connect to an external speaker for audio communication. The audio sent over the network
from a connected Video Server client can be delivered through this externally connected speaker.

MIC: The external microphone for audio input. The live audio can be captured and transmitted to the
connected Video Server client by using of this port.

Mini-DIN Connector: To connect external devices such as the external zoom/focus lens
mechanism, or to connect directly to a serial port for Video Server configuration via
HyperTerminal.

2.5 Vandal Proof Dome Camera

Front View
(Model : MNC-300VTDNIR Night Vision)

Tamper-proof screws

A special wrench is included in the
product packaging to open the top
cover in order to adjust the position
of the lens.

Vandal-proof dome housing
Shock-resistant housing protects
the dome camera.

Infrared Emitter Diodes
LEDs automatically turn on in the
dark.

Vari-focal lens 4-9 mm

Adjust focus and field of view (see
Hardware Installation guide for
additional information).

Dome Glass
Clear dome bubble.

13



Rear View

Terminal Block
6-pin input/output for external
alarm devices and sensors

RJ-45 Network Connector
IEEE802.3af PoE-compliant
network connector.

Power connector
12 V DC powver input for
non-PoE installations.

BNC Loop-through port
Analog video output signal
for CCTV systems and
monitors.

Audio IN/JOUT Connector
for active speakers and high-gain
microphones and line in sources

RS232 Connector

Serial port connection for HyperTerminal access; See Appendix B.
Network Connector

Connect 10Base-T Ethernet or 100Base-TX Fast Ethernet cable.
Power Connector

Input connector for external 12 V DC Power supply.

Terminal Block

Connect external devices such as sensors and alarm devices, or power external devices through the
camera; See Appendix F for details.

3: Installation Summary and Examples

Connect the Ethernet and power to the Pro Series Network Camera.
Install and launch the IP Installer program on the enclosed CD.
Assign an IP address and network settings.

Ao b=

Securely mount the camera. Owners of the indoor fixed dome camera need to refer to the
included Hardware Installation guide.

5. Adjust the lens focus.

14



Installation Example: Wired Camera

LAN Switch Router Internet (WAN)

- -  www
— —_—

7

Network Cameras %‘1 %‘Q ;

& Video Servers

Local Access e-mail / FTP / Web Server

Legend (Cable color) :

- Web Browser access to camera

- Access to e-mail, FTP or Web server
- Transmission of AVI files by camera

Installation Example: Wireless Camera

Wireless _
Access Pojnt  LAN Switch Router Internet (WAN)
=== NG —  aww — | p

A

Remote Access

Wireless Network
Cameras

e-mail / FTP / Web Server

Legend (Cable color) :

- Web Browser access to camera

- Access to e-mail, FTP or Web server
- Transmission of AVI files by camera
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Installation Example: Network Video Server

Analog BNC Input

Network Video Server

Network (WAN/LAN)

CCTV Camera /

Analog BNC Output

TCP/IP RJ45 Ethernet

DVR, VCR, etc.

Remote Access

16




4. Assigning an IP Address and Accessing the Camera’s Homepage

4.1 Connecting the Camerato a PC
Connect with a direct cable (non-crossover UTP cable) when connecting the camera to a switch, hub

or router.

LAN Switch / Router / Hub

Standard UTP R145 l
Patch Cable

Network Camera Computer

Connect with a crossover UTP cable when connecting the camera to a PC.
Crossover UTP
RJ45 Patch Cable

Network Camera Computer

4.2 Setting up the IP Address Using IP Installer

To access the camera, you need to assign an appropriate network IP address. Run the IP address
installation program (IP Installer.exe) on a PC that is connected to the same local network as the
camera. You can download IP Installer from http://www.networkipcam.com. IP Installer is compatible
with Windows 9x, Me, 2000, XP and Vista.

17



1. Run IP Installer after the camera is booted (wait until the Operating Status LED blinks every
second).

2. Once IP Installer is run, the panel shows every camera connected on the local network. From the
cameras listed, select one to assign a new IP address (every Pro Series Network Camera has a
factory default IP address).

NOTE: The MAC address can be found on the underside label of the camera. To choose a camera,
click on its MAC address on the list.

Enter the administrator ID and password in the blank (default ID and password are both “admin”) to
assign or change the IP address for the camera and setup.

Enter the IP address, gateway address, subnet mask address, DNS server address and server IP
address assigned by the network administrator. (When the addresses are not assigned properly, you
cannot access the camera.) The server IP address does not need to be filled out at this time.

After entering all addresses for the camera, click on "Change Network Configurations."

The message shows up if all the information is set up properly.

Then click the "OK" button.

¥a P INSALLER (V2.05) 3]
Serial Number | MAC Address | IP address ~
INT-300_00000  00:00:00:29:52:40 192.168.1.113
INT-/300_00000  00:00:54:62:90:87 125.141.166.237

RAMC-w/300_00000  00:00:45:67:23:.46 192.1881.122
MAMC-w/300_00000  00:0C:1C:0D:02:44 192.168.1.108
RAMC-w/300_00000  00:0C:1 C:06:02:24 192.168.1.50
RAMC-w/300_00000  00:00:00:98:76:54 125.141.166.236
RAMC-w/300_00000  00:0C:1C:07:00:64 192.168.1.156

< 4

Admin's D admin
Adrin's Password © ]

IP &ddress : | 192 . 168 . 1 . 108

GatewayAddress: | 192 . 188 . 1 . 1

Subnet Mask Address | 286 . 285 . 285 . O

DNE Server Address | o .o . o0 .0
Rezcan Internet Change Metwork
Carnera Configurations

Mew IP installer

!\ Successfully changed Internet Camera's IP address
S, - |

NOTE: After changing the network configuration, it may take a little time to reboot the camera in order
to access the camera’s homepage.

18



4.3 Accessing the Camera’s Homepage

Access the camera to monitor real-time images over the Internet and configure the camera settings
through any standard Web browser on a local or remote network. The following Web browsers are
supported.

- MS Internet Explorer 5.x, 6.x and 7.x (ActiveX + Java)

- MOZILLA Firefox 1.x., 2.x (Java)

- MOZILLA 1.x (Java)

- Opera (Java)

- Konqueror (Java)

The WEBVIEW Pro Series Network Camera supports two connection methods: ActiveX for
Microsoft's Internet Explorer users on Windows systems; and Java for all other Web browsers and
operating systems, including MacOS and Linux, and Windows when using a different Web browser
than MS Internet Explorer.

ActiveX offers faster performance and enhanced features, such as video recording via Web
browser and two-way audio. Using ActiveX, however, requires the user to be logged in as a
computer administrator. Not everybody has this ability. Furthermore, ActiveX is often banned from
use in corporate environments for security reasons.

Java represents the universal alternative to ActiveX. It can be used on nearly all common computer
operating systems and with almost any common Web browser. The camera primarily supports Java
by Sun Microsystems, but it is also compatible to Microsoft's Java VM. Sun's Java can be downloaded
from http://www.java.com .

Note: In order to utilize Java, the camera must be operating in JPG Stream mode (see section

6.6. System Configuration).

Before you attempt to connect to the camera with your Web browser, make sure that your setup meets
the following requirements:

1.  You have assigned a valid IP address to your camera. The IP address of the camera is in the
same subnet as your computer.
You use MS Internet Explorer and have admin authority to install the ActiveX control.

You chose to access the camera using Java and have either Java version (SUN or Microsoft)
installed in your computer.

Starting the Web Browser
Start your Web browser, entering your camera’s IP address on the address bar in order to
access the login page. The default IP address is 192.168.1.221.

fddress | httpafi192.168.1.221

Login Page

After you open the camera address, you will be connected to the login page of the camera. The login
page looks slightly different, depending on the Web browser you are using, and depending on the
streaming mode the camera is set to (see section 6.6 System Configuration).

Below is an overview of the different login screens and stream modes.

19



MS Internet Explorer — JPEG Stream Mode

Both options, ActiveX and Java, are available in this operational mode. If you can run and install
ActiveX controls, you should select ActiveX as your preferred viewing program, as it offers higher
frame rates and better functions.

Welcome to Network IP Camera

Select the viewing program according to your environment:
@ ActiveX for Windows and Internet Explorer 4.0 or higher

O Java Applet for Netscape Mavigator, Mozilla, Firefox, Opera and other browsers

Note @ [fyou experience difficulty with the automatic Activex Control installation, click here to download and
install the ActiveX plugin manually.

[g : Monitoring

D Check here if your computer or the Metwark Camera is behind a firewall %

MS Internet Explorer — MPEG4 Stream Mode
Java is not available in MPEG4 Stream mode and the option is therefore grayed-out.

Welcome to Network IP Camera

Select the viewing program according to your environment:
@ Active for Windows and Internet Explarer 4.0 or higher
Java Applet for Metscape Mavigator, Mozilla, Firefox, Opera and other browsers

Jawa Applet iz not supported under '"MPEG4 single mode’,
Please set operation mode as 'Single (JPEG Cnly)' or 'Dual (MPEGY & JPEG)

and select "IPEG Strear' in 'Systern Configuration',

Note : [fyou experience difficulty with the automatic ActiveX Contral installation, click here to download and
install the ActiveX plugin manually.

l—g Monitoring

I:l Check here if your cornputer ar the Metwork Camera is behind a firewall

20



Non-MS Internet Explorer — JPEG Stream Mode
Java is the only choice given.

Welcome to Network IP Camera

Select the viewing program according to your environment:

Java Applet for Netscape Mavigator, Mozilla, Firefox, Opera and other browsers
This carmera is operating in MPEG4 Stream mode, JAVA Applet is not supported in this mode,

Note : Ifyou experience difficulty with the automatic ActiveX Control installation, click here to download and
install the ActiveX plugin manually.

[;] Monitoring

[T check here if your comnputer or the Network Carera is behind a firewall

Non-MS Internet Explorer —- MPEG4 Stream Mode

Java is the only choice given, but the warning message tells you that even though you are able to login
you won't be able to see the live image as shown in the above. You still can access the administration
menu to make changes to the settings.

SetUp & Monitoring

On the log-in page, there are two modes of starting the IP camera. The one is ‘SetUp’, which starts IP
camera with configuration setting and the other is ‘Monitoring’, which leads you to live view of IP
camera video. Only administrator can start with ‘SetUp’ menu.

Username and Password
Enter a username and password to access the camera. The camera has two default user

accounts.
. Administrator account: View live image and change the camera settings.

Default Username: admin / Default Password: admin
. Guest account: View the live image, but no access to any camera settings.
Default Username: guest / Default Password: guest

Behind a Firewall

If your PC is connected to a network with a firewall, you may not view real-time video properly because
the video TCP port is blocked. The camera operates on two important ports. One port is the Web
server port (default = 80).The other port is the image transfer port (default = 40001). The camera sends
the user interface pages (such as the login page) via TCP/IP port 80 and the image stream through the
Image Transfer Port 40001. If for whatever reasons the camera cannot send you data via the Image
Transfer Port (e.g., because the port may be blocked on the client computer) or, in case you access
the camera remotely over the Internet, the port may not be properly opened and forwarded in the
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router, and you will not be able to see the live image of the camera. A blocked image transfer port is
the most common cause for display problems.

As a rule: Whenever you can see the login page in your Web browser but no live video shows up on
the main camera live screen, you should activate this option.

Web Server Port 80
Client Computer
> Access via
> Web Browser
Image Transfer Port 40001

ActiveX Installation for MS Explorer Users (automatic)
The first time you login to the camera using ActiveX, you are notified that a required plug-in / ActiveX
control is required. You need to allow the installation of ActiveX by clicking "Yes" to the question "Do
you want to install the program?" on the pop-up window. The installation will then take place. It is
normal for this process to take up to 30 seconds. After the installation you will be taken to the Network
Camera Homepage. If you do not see the message concerning the ActiveX installation, this can have
different causes:
- you are not logged in to your computer as an administrator
- the security settings on your system (Internet Options) prevent the installation of signed

ActiveX controls

ActiveX Installation for MS Explorer Users (Manual installation)
If the ActiveX program fails to install automatically, you can install it manually. Administrator rights
are still required.

First you need to download M4Viewer.exe from the Web site www.networkipcam.com . You can find
the link on the login page of the camera as shown below.

N

Note : [fyou experience difficulty with the autormnatic Activei Control installation, cli@ download and
install the ActiveX plugin manually.

Save M4Viewer.exe on the computer's hard drive.

e

il File Download - Security Warning
M4Vigwer

[ E— Do wou want ta run or save this file?
Estimated
Eayioed Mame: M4Wiemer exe
Transfer r| o

Type: Application, 255 KE
Close

From: v, micro-web,co.kr

Run ][( Save l[ Cancel l

‘while files from the Intemet can be useful, this file type can
@ patentially harm your computer. If you do not tust the source, do not
Tun or save this software. What's the risk?
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Once the download is completed, you need to run the program by double-clicking it.
You may see the following message:

Open File - Security Warning [‘S_<|

The publisher could not be verified. Are vou sure you want to run this
zoftware?

MName: MaViewer exe
Publisher:  Unknown Publisher
Type: Application
From: C:#Download

AN
’( Run )]l Cancel
N_“

Always ask before opening this file

Thiz file does not have a walid digital signature that verifies it
publizher. Yau should only run software from publishers wou trust.
Howe can | decide what software to run’?

Click on "Run" to proceed with the installation. Click "Next" to continue with the installation.
el (e B | a

Ine

Welcome to the InstallShield Wizard for
MWViewer

The InztallShield® ‘wizard will install kwiewer on your
computer. To continue, click MNext

‘ Hext > | Cancel

N, 4

Click "Next" to continue with the installation.

InstallShialdWzard

InstallShield Wizard Complete

Setup has finished installing Mwiewer on your computer.

‘ { " Firish l

b .4
g
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When you see the message above, you have successfully installed the ActiveX control.
Restart MS Internet Explorer and re-connect to the camera.

4.4 Homepage Options (MPEG4 Cameras)
Once the login procedure is complete, you can view the Pro Series (MPEG4) Network Camera
homepage. Below is an overview of the different pages for the different models for both Java and
ActiveX.

WEBVIEW® X 4 & 4d g

NETWORK IP CAMERA System User Network Tri 552} Logout

- View Size i my cam Location my home Connected Client: §

x Yy Tl fetly 2

+ Pan & Tilt

E]E] ) I INTERNAT

y cam,my home, 2

[€][o][~]

[e][3][3]

M Wi ING

VIDEO
u‘lANliE

ActiveX version
(Only Digital PTZ cameras and video servers show ‘Pan & Tilt’ control panel)
WEBVIEW? = K Q@ & 4 g
NETWORK IP CAMERA Image System User Network Tr§553$ Logout
+ View Size Title iy cam Location ry home Connected Client: 5

home, 2008,/05 /3 i
L

TECHNIQUES

STANDARDS FOR
IMAGE -VIDEO

Aupnio CODING

Java version : Snapshot, Audio and Recording are not supported in this mode.
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Video Size

You can select a viewing image size from 0.5 to 2. This function represents a digital zoom. It does not
change the physical resolution of the image. At high resolution (D1) the options "x1.5" and "x2" are not
available.

Audio

Select audio "on" for starting audio communication; select "off" to stop audio communication over the
network with the external microphone and speaker connected to the
camera. If Audio is deactivated in the system settings of the camera,
A‘ H i T 'cAlljcrl:]lirr\]q’the on" button results in the error "Audio is disabled by

VO SIN lll[EJJIE[ L.‘:}J.'JlE.r

Save Snapshot

To save only one image, press "Save Snapshot" and then select a folder. The image is saved as a
JPEG file (with the default file name

: composed of the date and time:

~| & B £F B image_yyyy_mm_dd_hh_mm_ss.jpg).

Save Still Image File

Save in; | e [KEIER e

|[C)Dacuments and Settings () Program Files

ICyDownload [Citemp

LT Drivers [CWINDOWS
|Z)Hangame

[y HMC

|Cipkicert

File name:  [Image_20080530_165340
Save a3 type: |Jpge Files [".jpal j Cancel

Record Video
Users can save real-time images from the camera on a PC. Click "Start," then select the folder to save
the images in. (The image is saved as an

Recroding to Mpeg4 file HE AVl file.) Once the camera starts to save
: images, the green LED indicator will start

Save in; | e [T ~| « &k B blinking. To stop saving, click "Stop" and
[=)Documents and Settings (-5 Program Files the LED indicator will stop blinking. You can
[ Download [Chtemp view a saved image with Windows Media

[ Drivers [CWINDOWS Player or Real-Time. For the initial playback
(C)Hangame of a saved image, click "Install XviD."

ICSIHNC

| phicert

File name:  [save_20080530_170033
Save as type: |Mpeg4 Files [*.avi] j Cancel

NOTE: In Record Video mode, the video recording will be saved into a file different name every 20
minutes (for example: file name 2002_04_22 15 00, file name 2002_04_22_ 15 20...). If you assign
the file name in the first instance, not using default file name, the file name for the first 20 minutes will
be the assigned name but the names of subsequent files are composed as "user assigned name_
yyyymmdd_hhmmss.avi."
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Administrator Menu

This button is for accessing the administration menu. However, only the user who has authority as an
administrator can access the page with administrator’s ID and password (see Configuring
Administration Menu).

= 4 & -

t
System User Network Trf;slﬂ‘f

Logout
User can go back to the Login page by using the "Logout" button.

Connected Clients
Shows how many users are currently viewing the camera image.

Install XviD
In order to view the video, you have recorded in your computer, the XviD codec must be installed. If the
video does not play back correctly in Windows Media Player, you will need to install the XviD codec on
your system. The link on the camera homepage lets you download the XviD installer to your computer.
You then need to install the codec and restart your computer. After that, your computer will play back
the recorded camera
g

WEBVIEW® = H a4 & 4 video with Windows

NETWORK IP CAMERA Image System User Network Trigger

- View size C o ) @ ([ ’ edia Player.

) [x1 fx]‘/z. x 2.

¢ cam,my home 16:49:41

. ‘ Install Xvid

+ Pan & Tilt

ITH VIDEO
SURV\yElLLANCE

File Download - Security Warning

1. Download the file to the computer.
2. Run the installer and follow the Do you want to run or save this file?

instructions on the screen.
Mame: Hvil-1.2,-127-25022006,exe
Type: Application, 630 KB

Fram:  wiww. micro-web, co.ky

[ Run l[ Save ]L Cancel J

Wihile files from the Internet can be uzeful, this file type can
potentially harm vour computer. If you do not trust the source. do not
i or save this softvare, What's the rish?
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Pan & Tilt (only certain models)

With these buttons, you can control the digital Pan Tilt Zoom of the camera. Click on "TELE" to zoom in
to the image and use the direction buttons to change the viewing area. Click on "WIDE" to zoom out to
see the entire image. This function is only available in the MPEG4 CMOS camera models.

5: Adjusting the Camera Lens

5.1 Adjusting the Focus

To get the finest image, adjust the lens focus according to your environment.
Standard Fixed Iris Lens

Before adjusting, turn the set screw counterclockwise, then turn the lens in either direction till you get
the most well-defined image edges while viewing the picture quality on your Web browser. When you
finish adjusting the lens, turn the set screw clockwise to fix it in place.

Turn this part counter-clockwise
to unscrew and replace lens

Turn this part either clockwise or
counter-clockwise until you get
the best image

Set Screw

Auto-iris Vari-focal Lens

Before adjusting, turn the two set screws counterclockwise, then turn the wide-tele ring first to get the
best angle of view. After setting the angle of view by adjusting wide-tele ring, then turn the near-far ring
clockwise or counter-clockwise until you get the finest image.When you finish adjusting the lens, turn
the set screw clockwise to fix it in place.

Turn this part counter-clockwise
to unscrew and replace lens.

Be sure to unfix the Al lens
connector from the camera body
first.

Turn this part either clockwise or
counter-clockwise until you get
the best angle of view.

Turn this part either clockwise or
counter-clockwise until you get
the finest image.
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Night Vision IR Lens

Turn this part cautiously either
clockwise or counter-clockwise
until you get the finest image.

NOTE: Do not force the lens beyond either the clockwise or counterclockwise limit. Also, a good level
of focus is normally achievable throughout several planes within the camera’s focusing spectrum.
Since optimum focusing is dependent upon the camera’s field of view, it is important to scan the
focusing plane from the closest to furthest perspectives before attempting any fine-tuning.

5.2 Replacing the Lens

The Pro Series Network Camera is designed with a CS mount. The lens supplied with your product
can be replaced with any standard C or CS lens, typically used within the surveillance industry. Follow
the instructions below to replace the supplied lens with any C- or CS-type lens.

1. Unscrew the camera lens by turning the lens counterclockwise (see above figure &
instruction).

For C lens only: Attach the new lens to a C-CS adapter.

Screw the new lens onto the camera. If applicable, adjust the iris according to the prevailing
light conditions.

Focus the lens as instructed above.
5. Reload your Web browser and monitor the results from the product homepage.

NOTE: The Night Vision Infrared Camera (MNC-L200IR MNC-W200IR) is equipped with a
special lens which cannot be replaced and must not be removed.
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6. Administrator Menu

You can control the configurations of the camera using the administrator tools, which can be accessed
only by an authorized user. If non-authorized users try gaining access, you may see a warning
message "You are not an administrator."

WEBVIEW® i

NETWORK IP CAMERA
LOGOUT SETUP MONITORING

Image Configuration * Image Configuration
W To select YBR/CER mode, Image quality level, Resaolution, Frame rate, Mame/Location/Time stamp display
and Image Flip.
User Configuration & System Configuration

Network Configuration To select camera name & location, Operation mode, Audio/Video/LED/PTZ control on-off

Event Trigger Configuration and to set display time.

# User Configuration

To set up ID and passward of admin and user, To set maximum frame rate and authority level of users.

s Network Configuration

To set up IP address, subnet mask, gateway address and port number for AY communication.

To register DDNS server, SMTP server.

» Event Trigger Configuration

To set up the activation of digital input and motion detection conditions.

To set up pre and post alarm image capture option. To set up trigger output details such as alarm output,

digital output, e-mail sending and ftp uploading, etc.

6.1 Overview of the Administration Menu

The table below provides a one-step overview of the Administrator Tools:

Image Configuration To Configure compression rate, image size, brightness, contrast, etc.
Network Configuration To configure camera IP, Web server port, image transfer port

User Configuration To configure user ID and password

System Configuration To configure the camera name, location and time settings

Event Trigger Configuration To configure trigger condition, image capture option, trigger output, etc.

Wireless Configuration (wireless To configure wireless parameters such as wireless mode, SSID,
models only) encryption, etc.
Monitoring To go back to the monitoring page

NOTE: It is highly recommended that you change the administrator password for your camera as soon
as possible to prevent unauthorized users from accessing the administrator menu. You can change the
administrator password in the User Configuration.
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6.2 Image Configuration

WEBVIEW® H 9@ mo

NETWORK IF CAMERA :
LOGOUT SETUP MONITORING

2 Image Configuration

= » Image Configuration
System Configuration

User Configuration
e P Rate Control: “BR Mode Ls
_———————————— Quality {VBR Mode): 4 v
Exsntingge: ConhsHmcion Bitrate (CBR Mode): 1705100 kbps]
Resolution: CIF [352x240] v
Framerate Limit: highest v
GOP: 5 v
Display Mame/Location Stamp: off v
Display Time/Date Stamp: off v
Wertical Flip: off v
Horizontal Flip: Off ~
Auto Exposure: @enable O disable

Exposure Target{d ~ 255): 128
Minimum Sensor Image Rate: Warnable v

{when no zoom)

Irmage Preview

Auto White Balance: @enable O disable
Red-Gain(d ~ 255} 128
Green-Gain(0 ~ 255%: 128
Blue-Gain{0 ~ 255} 128

Contrast {0 ~ 20): 10

Saturation (0 ~ 9% 4

Sharpness {0 ~ 71 4

Color Killer : Cenable @ disable

submit cancel

[ Load DefaultValues ]

Rate Control

The bit rate used in video encoding has a direct impact on the video quality and the bandwidth used to
stream video over the network. As opposed to constant bit rate (CBR), VBR files vary the amount of
output data per time segment. VBR allows a higher bit rate (and therefore more storage space) to be
allocated to the more complex segments of media files while less space is allocated to less complex
segments. The advantages of VBR are that it produces a better quality-to-space ratio compared to a
CBR file of the same size. The bits available are used more flexibly to encode the sound or video data
more accurately, with fewer bits used in less demanding passages and more bits used in
difficult-to-encode passages. CBR is the best option, if you have to limit the bandwidth available to the
camera; e.g., in order to save valuable bandwidth in busy networks.

Quality

This option is available when selecting the VBR rate control. Define the quality of the video output by
assigning a value ranging from "1" = best quality to "31" = worst quality. Good values are 4 or 5, as
they provide a good image quality at a relatively low network bandwidth usage.
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Bit Rate
Set the target bit rate of the encoding video. This option is available in CBR mode only. You can set
the bit rate values from 30 kbps up to 9000 kbps at an interval of 300 kbps. A higher bit rate ensures
higher quality of the live video at the expense of more network bandwidth usage. Controlling the
maximum bit rate is good for controlling the bandwidth used by the MPEG4 video stream. As the bit
rate is fixed, the frame rate and image quality can be affected adversely. The image quality can be
reduced if complex image material requires more bandwidth than allowed by the bit rate settings.
Lowest Bit Rate/Quality -> smallest network bandwidth usage

Above image iIIustrates the effects of lowering the video quality. You have full control over the amount
of bandwidth the camera can use, to the point where it becomes difficult to identify any objects in the
image due to heavy compression damage.

ighest Bit Rate/Quality -» highest network bandwidth usage:
? _g— . 1'“ A q;.’,l.u'i'

Ro

The effects of compression are minimal at the best image quality settings. The bandwidth usage of the
camera at this setting can be up to 8 Mbps.

Resolution

Select the resolution for output video. Pro Series CCD Network Cameras support three types of image
resolution. NTSC: D1 (720x480), VGA (640x480) and CIF (352x240); PAL: D1 (720x576), VGA
(640x576) and CIF (352x288). The Digital PTZ CMOS camera supports 720x480, 640x480, 352x240
and 320x240 pixel image resolution.
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Frame Rate
Select the frame rate according to your preference. The higher value of frame rate ensures
smoother video; but the higher the frame rate, the larger the network bandwidth usage.

GOP

Set the size of GOP (group of pictures). MPEG4 video stream consists of continuous GOP, and one
GOP consists of one "I" frame plus "P" frames. This value equals the period of one "I" frame. The more
the GOP size, the less network bandwidth will be occupied. Higher GOP values will save considerable
network bandwidth, but at the expense of image quality. The default value is "5" and works fine for
most applications.

Display Name/Location Stamp
Select "On" to display the camera name and location at the top of the transmitted images.

Display Time/Date Stamp
Select "On" to display the camera time and date at the top of the transmitted images.

my home

my cam, my home,
"

Video with Name/Location Stamp and Time/Date Stamp

Vertical Flip and Horizontal Flip

Use these options in order to flip the video horizontally and/or vertically.NOTE: These options only
affect the live image shown in the Web browser, but not any videowhich the camera has uploaded to
an FTP server or has sent out via e-mail. For ceiling mount installation, use the top tripod mounting
hole instead of the image flip option.
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De-Interlace

Interlaced video is composed of two fields that are captured at different moments in time. When
displayed on a typical computer screen, interlaced video frames will exhibit motion artifacts when both
fields are combined and displayed at the same moment (today's computer screens are progressive
scan monitors which display the image line by line from top to bottom without interlacing) These motion
artifacts are visible in the form of horizontal lines. See below figure;

De-interlacing reduces the effects of interlacing through methods of interpolation. See below:

NOTE: De-interlacing is only active for ActiveX / MS Internet Explorer. Java does not support it.

Brightness
Set the image brightness. A higher number equates to brighter video (input 0 to 255).
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Contrast
Set the image contrast in the range of 0 to 200.
Hue

Most sources of visible light contain energy over a band of wavelengths. Hue is the wavelength within
the visible-light spectrum at which the energy output from a source is greatest. Normally there is no

need to change the default value (8), but if you wish to experiment with different hue values to achieve
different effects, the camera offers 15 values to choose from.

il ml

Examples of different Hue Values (from left to right: O, 4,8, 10). Actual results may vary, depending
on the camera model.

Saturation
Set the saturation value of images. Higher saturation values generate deeper colors (input values
ranging from 0 to 255)

vy B

Exampes of different Saturation Values Actual results may vary,

depending on the camera model.

(from left to right: 0, 128, 255).

Color Killer
Enabling this will switch the image into gray (monochrome) format. Disabling this option sets the
images at their original color.

Load Default Values
Set the image configuration as default values.

Below options are only for digital PTZ IP cameras. (Model : MNC-L100M20 / MNC-W100M20)

Auto Exposure
Enable or disable the Auto Exposure. The exposure target can be used to define the brightness of the
image. 128 is the default value. The higher the value, the brighter the image.

Minimum Image Sensor Rate

Here you can define the minimum frame rate of the image sensor. "Variable" is the default value and
best suited for most applications as it adjusts the frame rate according to the available light levels while
providing the best possible image quality.
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Auto White Balance
Enable or disable Auto White Balance. If set to "disable," you can manually control the amount of red,
green and blue color in the input fields below.

Saturation
Set the saturation value of images. Higher saturation values generate deeper colors (input values
ranging from 0 to 9).

Sharpness
This value lets you control the sharpness of the image. Lower values generate a smoother image;
higher values generate a crisper image.

6.3 Network Configuration
This screen defines the network type and addresses of the camera. Here you can configure the
camera’s IP address, the DNS server address and the SMTP server IP address.

Image Configuration
» Network Configuration

System Configuration

User Configuration

P Network Configuration Set IP, subnet mask, gateway address: manually v
Event Trigger Configuration IP Address: 192.168.1.108
Subnet mask address: 255.255.255.0
Gateway address: 192.168.1.1

[ send 1P address ta e-mail:

(e-mail address: max 30 characters)

HTTP Web server port number {80~ 1023): 1]
HTTPS port number {443 or 8000~65535): 40000
Image transfer port number {8000~65535): 40001
Audio Send port number (8000~65535): 40007
Audio Receive port number (2000~65535): 3000
Upgrade port number (8000~55538): 10000
PTZ port number (8000~B65535): 11000
ETSP port number (3000~65538): ]
RTSP port number (554 or 8000~65535): i

Set IP address, Subnet Mask, Gateway Address

To set the IP address, subnet mask and gateway address manually, select "manually” in the combo
box. If you have any trouble configuring network system information, contact your network
administrator. Knowledge about IP addresses and TCP/IP is required for the configuration task.

Set DHCP

When selecting "using DHCP," the IP address, subnet mask address and gateway address are being
obtained from a DHCP server. Users in a local network area may check the IP address through IP
Installer.

Image Configuration

» Network Configuration
System Configuration

User Configuration

P Network Configuration Set IF, subnet mask, gateway address:

Event Trigger Configuration 1P Address: using DHCP
rnanually IN\s

Subnet mask address:

Gateway address: 19216811

[ send 1P address ta e-mail:

(e-mail address: max 30 characters)
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NOTE: If you select "DHCP," you may see the rebooting message "Now the Network Camera is
rebooting to apply the changes..." on the Web browser. After completion of the reboot, the Status LED
blinks once per second. (Confirm that the Operating Status LED blinks after selecting "DHCP" and the
rebooting process to ensure your new setting took effect.) To select DHCP, you must have a DHCP
server in the network. Otherwise, the IP address will be rebooted automatically as the previous IP
address. It can take about 4 minutes for booting. After rebooting, re-enter the previous IP address. You
may see the fail message from the "Network Configuration" page.

Send an IP address to Email

To send camera system information (camera name, camera location, DHCP IP address), click on a
text box and enter your e-mail address. (You should configure your SMTP server information first.)

Web Server Port Number

To set the port number for the Web server. (The default port number is "80"; users can select from
80 to 1023.)

HTTPS Port Number
The camera's SSL encryption uses port 443 by default. You can adjust the value.
Image Transfer Port Number

To set the port number for the video/image transfer. (The default port number is "40001"; users can
select from 8000 to 65535.)

Audio Send Port Number

To set the port number for the audio transfer to the connected camera client. (The default port
number is "40008" and users can select from 8000 to 65535.)

Audio Receive Port Number

Set the port number for the receiving audio from a connected camera client. (The default port
number is "40007"; users can select from 8000 to 65535.)

Upgrade Port Number

To set the port number for upgrading firmware. (The default port number is "9000"; users can
select from 8000 to 65535.)

PTZ Port Number
NOTE: PTZ control is not available on these Pro Series Network Camera models.
ETSP Port Number

To set the port number for ETSP (Event Trigger Setting Saving Program). The default is "11000";
users can select from 8000 to 65535. Refer to section 9 for instructions on the ETSP client.

RTSP Port Number

RTSP stands for Realtime Streaming Protocol and allows RTSP enabled video playback clients such as
VLC Media Player or MPlayer to play back the live video from the network camera. For more information
refer to section "RTSP Video Playback". We recommend using the default value " 554".
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1st DMS server address: 0.0.0.0
2nd DMS server address: 48.46.48.46

SMTP Server (max 25 characters): 0.0

Sender email address {max 30 characters):
[0 use SMTP suthentication

Authentication method: FLAIN

ID {max 30 characters}):

Password (max 10 characters):

Realm {max 15 characters):

DOMS Registration: Oenable @disable
DOMNS Server (max 30 characters): dyndns.arg

User ID {max 10 characters):

Password (max 10 characters):

Host Mame {max 30 characters):
[] DDNS manual update
Status:

[ subrmit ][ cancel

1st, 2nd DNS Server Address

To map between an IP address and domain name, you should enter your DNS server address. If a
user sets the DNS server into the camera, users can configure the SMTP server, FTP server and NTP
server with its domain name.

NOTE: A DNS (domain name system) is for mapping between an IP address and domain name. Every
network device in the world has its IP address for connecting to the Internet. And the device is to be
connected not with its domain name but with its IP address. Ordinary users may not be familiar with IP
addresses, but know the domain names. If a user accesses a certain network device with its domain
name, the DNS server translates the domain name into an IP address of the device and replies to the
user with the result.

SMTP Server

Enter the SMTP server IP address or hosthname here to send camera system information by e-mail.
You should configure this first to get camera system information by e-mail.

Use SMTP Authentication

If you need user authentication for using the SMTP server, check the box and enter your ID,
password and realm for your SMTP server. (The camera’s SMTP authentication is supporting the
"LOGIN" method.)

- Authentication method: Choose the SMTP authentication method.

- ID: Enter the user ID for SMTP authentication.

- Password: Enter the user password for SMTP authentication.

- Realm: Enter the realm for SMTP authentication.

DDNS Registration

To register the camera to the DDNS (dynamic domain name system) server, check the "enable" box. A
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dynamic IP address complicates remote access since you may not know what your current WAN |IP
address is when you want to access your network over the Internet. The solution to the dynamic IP
address problem comes in the form of a dynamic DNS server.

ID, Password
Enter the ID and password to find the registered camera on the DDNS server.
Hostname

Enter the hostname to find the registered camera on the DDNS server. NOTE:
Enter a full domain name (such as "mynetworkcam.dyndns.org").

DDNS Manual Update

You can update the DDNS server manually.

CAUTION: Repeated use of the function may lead to the blocking of your DDNS domain name.
Status

To show the status of successful access to the DDNS server.

Submit

Save the information.

6.4 User Configuration
This screen is used to define and configure user accounts for camera access.

Image Configuration
» Admin, User Configuration

e - ID and password should be composed of 5~10 characters

-) User Configuration

Network Configuration retype mazimurm
Event Trigger Configuration jis] password passwaord frame rate  authority PTZ  Recording
Admin |admin sssss sssas highest All
User |guest LITTT] ssnae highest =+ | All v
User h MNone i
User MNone v
User MNone -
User MNone R

subimit cancel

ID

User Name must be between 5 and 10 characters.
Password

Password must be between 5 and 10 characters.
Maximum Frame Rate

You can define the maximum frame rate this user is allowed to receive. This function can be useful if
you allow public access to your camera; e.g., you may have the camera live image integrated into an
HTML page on your Web site, but want to keep the users from consuming all of the available
bandwidth. Reducing the maximum frame rate allows you to do that. Example: The frame rate in the
image configuration is set up as 25. The maximum frame rate for the guest user account is set to 1.The
maximum frame rate for a second user account (e.g., admin) is set to fastest. If the admin user
accesses the camera, the frame rate shown in the Web browser is 25, but the guest user only views
the video at 1 fps (frame per second).
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Authority

None — no access to the camera is possible.Viewing — access to the live image, but no access to the
administrator menu. All — access to the live image and access to the administrator menu.

PTZ (Only Digital PTZ Camera models)

Activate this option if you wish to grant the user authority to use the Pan-Tilt-Zoom control on the
camera live video page.

Recording

Allow or restrict the ability to record video from the camera live video page. Leave this option
unchecked if you do not want the user to record any video.

6.5 Event Trigger Configuration

This screen is used to receive captured video through e-mail or an FTP. You may also connect
external devices, such as an infrared sensor or alarm sensor to use with the provided terminal block.
(Refer to Appendix F: The I/O Connector)

Image Configuration
» Event Trigger Configuration

System Configuration

User Configuration

Network Configuration Trigger condition
< Event Trigger Configuration
[ activation of digital input from l:l o'clock{0~24) to o'clock
(0~24),
Trigger Condition: Digital Input Port = Closed Opened

[JMotion Detection fram l:l o'clack(0~24) ta o'clock{0~24),
Creriodically every (1~3600) seconds from l:lo'clock(ﬂﬂv?@

ol loclocka~2e).
Motion Detection Sensitivity 4 [most sensitive)

Motion Detection Area CEMTER Dizplay maotion area

Trigger Condition
This is to select options for sending an event signal to the camera.

¥l activation of digital input from [D_ N | o'clock({0~24) ta iEr!l N
o'clock{O~24],

The camera receives an event signal from external devices such as an infrared sensor. You can define
the time (international 24h time format) in which the camera "listens" for incoming signals.
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I Mation Detection from |0 {0~24) to |24 . o'clock(0~24).

Activate the camera's internal motion detection using this option. The camera does a real-time
frame-by-frame comparison of the image material and can trigger an alert if it detects motion. The
camera does not have an IR motion detection sensor. It relies on a frame-by-frame comparison, and,
therefore, the internal motion detection cannot be used at night when no light is present.

¥iperindically every |30 {1~3600) seconds from |0 o'clock{0~24)
to |24 o'clock{D~24),

This activates a timer-based event. Values from 1 to 3600 seconds are valid. You can define the time
(international 24h time format) in which the camera's timer is active to trigger an output event.

Motion Detection Sensitivity:

This is to configure the level of motion detection sensitivity. The level is composed of five levels, from 0
to 4. Value 0 is the least sensitive setting. At this setting, the camera may "overlook" a lot of motion.
Value 4 is the most sensitive setting. At this setting, the camera will likely cause a lot of false alarms
because the tiniest movement — even the video compression — which can create compression artifacts,
can trigger an alert. Values 1 - 3 are more suited for real-life applications. Experiment with the different
settings to find the right level of sensitivity for your application.

Motion Detection Area:

This is to configure the motion detection area in the images. If you select "Motion Detection Area"
type in the combo box and click "Display motion area," then you can see your setting of "Motion
Detection Area" graphically as shown in the figures below.

Left

Top

Right Middle_Middle All Set

CAUTION: It is not recommended that the motion detection function be used for security purposes. To
perform security surveillance for the protection of high-value goods, it is suggested that infrared
sensors or other insurance-approved sensors be used (and connected to the camera to make use of
the event output options). It should also be mentioned that the motion detection delivers better results
at lower image resolutions.

Image Capture Option

This is to configure image capture options when an event is triggered. When an event occurs, you can
get the pre-event and post-event images by setting "Before event" and "After event."
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Image capture option

Before event {0~30): 1 seconds

After event (0~30%: 3 seconds

Image capture frame rate: 15 ¥ fns

Image file name {max 10 characters):

Image file Type: @ avl PG
Append to the image file name: ] camera IP address

O date and time

[ trigger condition flag

O image sequence number

Before event:

You may set the starting time to capture an image before the event is triggered. (Input limitation is
from 0 to 30 seconds.)

After event:

You may set the finishing time to capture an image after the event is triggered. (Input limitation is
from 0 to 30 seconds.)

Image capture frame rate:
Set from 1 to 15 fps when an image is being captured.
Image file name:

You may designate the image file name to send e-mail or FPT after an image is captured. All
captured images are saved as .avi files (for example: Filename.avi).

Image file type:

You can choose between two options. AVI means that the camera transmits a video file. JPG
means that the camera transmits a series of single JPEG images.

Append to the image file name:

You may add information to the image file name.
v' Camera IP address (example: flename_192.168.1.19.avi).
v' Date and time (example: filename_20020218150030.avi).

v' Trigger condition flag: When selecting "Activation of digital input port," "D" may be added to
the image file name (example: filename_D.avi); when selecting "Periodically every...," "P" is
added to image file name (example: filename_P.avi).

v" Image sequence number: With this option, you may classify a file with the same name with
consecutive numbers from 000 to 999 (example: When you designate file name as
"camera" and select "Image sequence number," the file name appears as camera001.avi,"
"camera002.avi" and so on through "camera999.avi").

Image Capture option limitation

The configuration for the image capture option affects memory capacity. If the configuration uses
excessive memory, the warning message “Not enough memory..." will display. The total image capture
frame rate must be no more than 120 fps due to memory size. (Before event time + After event time) x
(Image capture frame rate) must be under 120.For example, if “Before event time" is 3 seconds, “After
event time" is 2 seconds and “Image capture frame" is 3 fps, the total image capture frame rate is (3 +
2)x 3 =151ps.

If a warning message appears, reduce the value of the option.
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Trigger Output

This is to configure digital output states and control script. The Pro Series Network Camera sends
captured images via e-mail or an FTP server when connected external sensors detect events.

Trigger output

supply voltage to output port for El {0~2E5) seconds
[ send alarm to ETSP client

[ send captured image to e-mail

e-mail address (max 30 characters):

e-mail title (max 20 characters):

[ send captured image to FTP server
FTP server (max 30 characters):

FTP server port (21~65535): 1

User ID {max 30 characters):

Password (max 30 characters):

11}

Directory (max 30 characters):

FTP Rename enable

Supply voltage to output port for xxx seconds.

This is to supply voltage to the output port when events are triggered. (This option is only activated
when you select the "Activation of digital output" option in the "Trigger Condition" section.) During
the activation period, which you can specify in seconds, the camera provides power to the GPIO
connector in pins 3 and 4 — see Appendix F.

Send alarm to ETSP client:

By checking the box, an alarm will be sent to the ETSP client when the events are triggered. Refer
to Section 9 for instructions on the ETSP client.

Send captured image to e-mail:

This is to designate a person to receive captured images via e-mail through the SMTP server. You
may configure the SMTP server and e-mail address as desired.

Send captured image to FTP server:

This is to send captured video from the camera when an event is triggered. Enter an FTP server IP
address, user ID and password, and select a directory to save video.
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6.6 System Configuration
This screen is used to configure camera name, location, operation mode and system information, as
well as time configuration for the camera.

Image Configuration
» System Configuration
= System Configuration

User Configuration

Network Configuration
Camera name (max 10 characters): My Cam

Event Trigger Configuration

Camera location {max 10 characters): iy harme

Operation Mode:
@ Single (MPEG4 QMNLY)
O single (IPEG OMLY)
O Dual (MPEG4 & JPEG)
- In dual mode, Audio communication from PC to CAMERA is not available.

Output Stream Type: JPEG STREAM @ MPEG STREAM
Direct public access to image via HTTP: enable disable

(http:/fipaddress/jpgsimagename. jpg )

Image file name {max 10 characters): .jpg

Audio On/OfF: ®on O off
Yideo On/Off: ®on O off
LEDs On/Off: ®on O off
Digital PTZ contral: ®enable O disable
Digital PTZ Step (1 ~ 9):

Systerm Information:
Model: MNC-Yw100M20

Setial Mumber: MNC-VW3200_00000
Bootrom ‘ersion: B-DL200-009.0
Firmware Yersion: F-DL200-001.0
Mac Number : 00:0c: 1c:0d:02: 44

Camera Name

Define the camera name, maximum of 10 characters.
Camera Location

Define the camera location, maximum of 10 characters.
Operation Mode and Output Stream Type

There are three operation modes for the camera: Single (MPEG4 Only), Single (JPEG Only) and Dual
(MPEG4+JPEG). In Dual mode, the camera can encode and transmit both MPEG4 and JPEG images
simultaneously over the network, whereas in Single mode only MPEG4 or JPEG video will be
encoded and transmitted. In Dual (MPEG4+JPEG) mode only, the Output Stream Type is selectable
between JPEG stream and MPEG4 stream. The stream type defines which type of data is sent to
users connecting via a Web browser. Also in Dual mode, audio communication from PC to camera is
not available, whereas in Single mode (which uses MPEG4 only) bi-directional audio communication
is available.

Direct Public Access to Image via HTTP

The purpose of this function is to allow your video surveillance program to access the camera image
even if the software offers no support for MPEG4 cameras.JPEG images are only transmitted in Dual
(MPEG4+JPEG) and Single (JPEG Only) mode and are accessible through http://camera IP
(URL)/jpg/imagename.jpg. In Single (MPEG4) mode,this function is not activated. When "enabled" is
selected, anyone can access the camera imagewithout entering a username or password (example:
http://192.168.1.221/jpg/image.jpg). When "disable" is selected in order to view the image, a username
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and password must be given (example: http://guest:guest@192.168.1.221/jpg/image.jpg).
Image File Name

This option is used to for accessing the JPEG images with ".jpg" extensions. The file name
should be less than or equal to 10 characters.

Audio On/Off

Activate or deactivate the camera's audio function. This option can be important in situations in
which, by law, you are not allowed to do video surveillance that includes audio and you are required
to install a camera without audio support.

Video On/Off

This option is used to stop sending video temporarily from your camera over the Internet or
network; thus, when you click "Off," your network camera no longer sends video. (Factory default
is Video "On.")

LED On/Off

In LED "On" mode, LEDs on your camera operate as described in LED Section 2.2 on Page 7. When
you activate LED "Off" mode, then all LEDs are turned off as if your camera were inactive, but the
camera is still sending video and audio over the network or Internet. This function can be useful if you
want to trick a suspected thief into believing that the camera is turned off while, in fact, you are
recording all of his/her actions.

Digital PTZ control (only for digital PTZ camera models)

Enable or disable the Digital PTZ control option on the camera homepage. This option is only
available for the MPEG4 CMOS cameras models MNC-L100M20 and MNC-W100M20.

Digital PTZ Step (1 ~ 9): (only for digital PTZ camera models)

You can define PTZ step size here. Value 9: 12 steps between maximum zoom out and maximum
zoom in. Value 1: 120 teps between maximum zoom out and maximum zoom in.This option is only
available for the MPEG4 CMOS cameras models MNC-L100M20 and MNC-W100M20.

System Information

This is to check system information for the camera. You may see the model name, serial number,
MAC number, BootRom and Firmware version (see Appendix E: Updating Firmware).

@ Synchronized with NTP server

NTP Seruer {max 30 characters): [192.5.47.40 (default: 192.5.41.40)

Time Zone: GhT+09:00 Seoul v‘
Update Interval: 1440 Mins (1 - 28807 (1440 = 1 day)

O Set Manually
Date (yyyy/mm/dd):

Tirme (hh:mm:ss):

[ Enable Daylight Sawings

Start Daylight Savings Time:
End Davylight Savings Time:

submit cancel

Reboot (Restart) Network IP Camera:

Mo Settings will get lost.

Restore Factory default Values: Festore Defaults

Warning: all Settings will get lost!
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Synchronized with NTP Server

The camera automatically configures the date and time through the NTP (network time protocol) server.
The NTP server is based on Greenwich time. Select the NTP server, IP address and time zone to set
the date and time automatically, then click "submit."

NOTE: If this procedure doesn’t work, it could be due to a network error. Select another NTP server
and IP address or set the date and time manually. Once the date and time configuration is set, you
don’t have to configure it again.

v" . NTP Server: The standard public or private NTP server IP address.
v' . Time Zone: Select the appropriate time zone as per the camera location.

v" . Update Interval: The update time interval for updating/synchronizing the camera time with
the NTP server.

Set Manually

Enter the date and time manually, then click "submit."

Enable Daylight Saving

Enter the dates you want to start/end Daylight Saving Time.

Reboot (Restart) Network Camera

This option will reboot or restart the camera. Your settings will not be lost.
Restore Factory Default Values

This option will restore the default factory values.

6.7 Wireless Configuration (for wireless cameras only. Model: MNC-WXXX)

This screen is used to configure wireless settings to match your access point for a wireless network
connection.

Image Configuration
» Wireless Configuration

System Configuration

User Configuration
Network Configuration Operation Mode: InfraStructure v|
Event Trigger Configuration Service Area Mame (SSID): Wielwiew |
9 Wireless Configuration Channel: Channell v
Tx Rate: Auto v
Preamble: Freamble Long v
Wireless Mode: 110G anly v
Encryption [WEP (128bit) v
Authentication: |Autn v|
WEP Key Entry #1: |ponooooonooBonoDODOND]|
WEP Key Entry #2: |ponooonononnononOBONN]
WEP Key Entry #3: |ponooonnnonnononOBONN]
WEP Key Entry #4: [nonannnnnonnnnnannang
Default Key: |1 v|

submit cancel
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6.7.1 Wireless Setup

1. Select the operation mode to determine the type of wireless communication for the Pro Series
Wireless Network Camera: Infrastructure or Ad hoc. The default setting is Infrastructure.

2. Set the service area name (SSID) in accordance with the access point settings to which the
camera should connect.

3. The channel is set to a default. In the infrastructure mode, the camera will automatically find
the access point. The channel only needs to be set in Ad-hoc mode.

4. The default setting for the "Tx rate" is Auto; however, it can be set up to 54 Mbps in 802.11g
mode and up to 11 Mbps in 802.11b mode.

5. The preamble mode should be set to Auto, but in some cases you may want to set it to either
long or short, depending on your setup.

6. The camera supports three different wireless modes:-11b/g Mixed (camera connects to any
11 or 54 Mbps wireless access point) -11b only (camera connects only to 11 Mbps wireless
access points)

-11g only (camera connects only to 54 Mbps wireless access points)

6.7.2 Wireless Security Settings
WEP

Wireless network communications are easily intercepted. WEP (wired equivalent privacy) is
anencryption method specified by the IEEE 802.11b standard to make any interceptedcommunications
extremely difficult to interpret by unauthorized parties. The WEP key needs to be entered in HEX code.
To set up 64-bit WEP, input 10 HEX characters,for example 0123456789. To set up 128-bit WEP input
26 HEX characters, for example01234567890123456789012345.

Authentication: WEP uses two types of authentication methods to authenticate the connection
request. One is Open key authentication, in which all clients are allowed to authenticate; the second is
Shared key authentication, which allows the AP (access point) to send the client a challenge text,
which the client encrypts and returns to the AP. If the AP successfully decrypts the challenge text, the
client is authenticated. Set the authentication type as per the access point authentication type. The
wireless camera’s Auto mode automatically switches between open and shared modes.

Example 1: If your access point uses 64-bit encryption, the default key is 1, authentication is shared
and the key value is 0123456789. Your wireless camera WEP setting will be:

Encrypticn (WEF): B4bit v
suthentication; Shared »
WEP Key Entry #1. 0123456784
WEP Key Entry #2: noooooaoono
WEP Key Entry #3: {0ooooaoaono
WEP Key Entry #4 {0ooooaoaono
Default Key: 1 w
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Example 2: If your AP uses 128-bit encryption, the default key 2, authentication is shared and the key
value is 01234567890123456789012345. Your wireless camera WEP setting will be:

Encryption (\WEPY: 128 hit v
Authentication: Shared v
WEP Key Entry #1; 012345678901234567590°
WEP Key Entry #2. 0oooo0oo0ooaonooo0aooa(
WEPF Key Entry #3: a00aonaooaonaonaononnt
WEP Kay Entry #4: 0000o0oonooonooooaonn(
Default Key: 2 w

NOTE: All four WEP keys need to be set up the exactly same way they are defined in your wireless
access point. Make sure the encryption code is the same as that of the access point to which your
camera will be connected under Infrastructure mode. Your PC’s encryption code also needs to be set
up to match the camera’s encryption code under either Infrastructure or Ad hoc mode. The default
setting for the encryption key is Disable; therefore, to secure the wireless transmission, be sure to
enable the encryption key by entering the relevant data.

NOTE: Carefully enter encryption codes, as any error will cause the communication link to fail.
WPA & WPAZ2 (personal)

Wi-Fi Protected Access (WPA and WPA2) is a more effective way to secure wireless (Wi-Fi) computer
networks. It was created in response to several serious weaknesses which researchers had found in
the previous system, Wired Equivalent Privacy (WEP). WPA implements the majority of the IEEE
802.11i standard, and was intended as an intermediate measure to take the place of WEP while
802.11i was prepared. WPA is designed to work with all wireless network interface cards, but not
necessarily with first generation wireless access points. WPA2 implements the full standard, but will
not work with some older network cards. WPA and WPA2 provide good security, with two significant
issues:

Either WPA or WPA2 must be enabled and chosen in preference to WEP. WEP is usually presented
as the first security choice in most installation instructions. The most common choice for homes and
small offices is the "Personal" mode, for which a pass-phrase is required. For full security, the

pass-phrase must be longer than the typical 8 to 10 characters in ASCIl or 64 hex characters.

Pre-shared key mode (PSK, also known as personal mode) is designed for home and small office
networks that cannot afford the cost and complexity of an 802.1X authentication server. Each user
must enter a pass-phrase to access the network. The pass-phrase may be from 8 to 63 printable
ASCII characters or 64 hexadecimal digits (256 bits).

Example 1 : WPA Personal encryption with TKIP authentication enabled.

Encryption | "WPA FPesanal b
Authentication: | TEIF b
Passphrase: (8~63 Ascii OR 64 Hex) i------------
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Example 2: WPA Personal encryption with AES authentication enabled.

Encryption : | WWFA Pesanal |
Althentication: | AES o
Passzphrase:(E~B63 Ascii OR 64 Hez) ([ssssssssssss

Example 3: WPA2 Personal encryption with AES authentication enabled.

Encryation .‘\"-.-"F"AZ Fesaonal |

Authentication: .AE_S v|

Passphrase:{8~63 Ascii OF 6< Hex) SR EREEE
IMPORTANT

Infrastructure Mode

This is an 802.11 networking framework in which devices communicate with each other by first going
through an access point (AP). In Infrastructure mode, wireless devices can communicate with each
other or can communicate with a wired network. When one AP is connected to a wired network and a
set of wireless stations, it is referred to as a basic service set (BSS). An extended service set (ESS) is
a set of two or more BSSs that form a single sub network. Most corporate wireless LANs operate in
Infrastructure mode because they require access to the wired LAN in order to use services such as file
servers or printers.

Ad hoc Mode

This is an 802.11 networking framework in which devices or stations communicate directly with each
other, without the use of an AP. Ad hoc mode is also referred to as Peer-to-Peer mode, or an
independent basic service set (IBSS). Ad hoc mode is useful for establishing a network in which a
wireless infrastructure does not exist or in which services are not required.

SSID (service set identifier)

This is a 32-character unique identifier attached to the header of packets sent over a WLAN that acts
as a password when a mobile device tries to connect to the BSS. The SSID differentiates one WLAN
from another, so all access points and all devices attempting to connect to a specific WLAN must use
the same SSID. A device will not be permitted to join the BSS unless it can provide the unique SSID.
An SSID is also referred to as a network name because, essentially, it is a name that identifies a
wireless network. To connect a wireless client such as a Wireless Pro Series Network Camera to a
specific AP, the user of the camera should specify the SSID name in the camera’s wireless IP setting.

48



7. POE (Power over Ethernet) Support

Power over Ethernet, or PoE, technology describes a system to transmit electrical power, along with
data, to remote devices over standard twisted-pair cable in an Ethernet network. This technology is
useful for powering IP telephones, wireless LAN access points, network cameras, remote network
switches, embedded computers, and other appliances where it would be inconvenient, expensive
(mains wiring must often be done by qualified and/or licensed

PoE Switch / Mid-Span / End-Span

AC Power

Ethernet
Direct connection with standard LAN cable

The standard IEEE 802.3af describes two types of devices: Power Sourcing Equipment (PSE)and
Powered Devices (PD). Power sourcing equipment provides power to the powered devices. The
network camera represents the powered device, whereas a PoE Injector is a PSE device. The Pro
Series Network Camera models are IEEE 802.3af standard PoE compliant. They can be used with any
IEEE 802.3af-compliant PoE injector, PoE switch, PoE mid-span and PoE end-span.

Various types of POE equipments

o —
— : 4 4
-_— S— //
. -- Lg T
Power over Ethernet (POE) Injector PoE Mid-span PoE Office Switch
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8. ETSP Client

ETSP stands for "Event Triggered Saving Program." This utility allows you to automatically record
video on the HDD of your computer whenever the camera detects a motion. The latest version of
ETSP Client is available on networkipcamera.com as a free download.

Getting Started

To use ETSP Client, you first need to activate the ETSP option in the Event Trigger
Configuration of the camera. See section 6.5 for additional information.

1. Activate Motion Detection

[Vl Mation Detectian from |0 {0~24) to 24 o'clock({0~24),

2 Acthvate ETSP Output option
send alarm to ETSP client

Once this is activated, the camera will send a "signal" to the network whenever motion is detected.
ETSP Client is designed to monitor the camera for this signal. When ETSP detects this signal, it starts
recording immediately. The following steps only need to be performed the first time you run ETSP
Client.

Setting up the camera in ETSP Client
Double-click the ETSP Client program to start it. The following screen appears:

B ETSP (Ver 1,2,0,1)  [= )0/

Select Camera |P Address
Connection
D :
Pazzword : s

Connect | |
Show Mezzage ﬂ
S

Select camera IP address and then click on "Setup" to open the camera configuration screen.
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FISP Glient Confipuration, x|

*Sawing Filename : |(;:\Documents and Set

*Length (s} per video file : Minute(1 ~ 60}

{or Wiewing Tire)

*address of Network Camera @ |

*ETSP Private Port ]
*Wideo Port !
Add Delete ‘ Modify ‘ Save | Close
Click "Add".
IVE'J"_I}—’ Sl r Cupifld el Ez
Define the location where the
o L~ video should be saved.
*Saving Filename : |C:\Documents and Set path iz
| =

_ . Specify the length of the
“hemgti ) per naca e Minute(1 ~ 60) recorded video (in minutes).

{or Viewing Time)

*&ddress of Network Camera |192.168.1.

Ty
“ETSP Private Port ¢ [11000 ™ Enter the camera's IP address.
*Wideo Port : IW
ETSP port and video port need
- to be entered here. If you have
Delete | Hodify ‘ Save Close ‘
e changed the port settings in

the camera, you need to make

adjustments here.

Click "Save" to save the settings and open the main screen of ETSP Client. Click on "Login" to start the
monitoring and recording process.
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192168.1.221

i~ Connection
In] i |admin

Pazzword

@ Digconnect
. :

The IF address of the camerayou are
monitoring is displayed here. If multiple

cameras are set up, you can select them

from the drop-down list.

Configuration I Status Window

Configuration applied.

Enter a valid username and password faor

the camera (an administratar account is

required).

a

Click this button to open f close the

Status wind oy,

|132.168.1.221

Connection

D

Password

Log-n |

Configuration | Status Window

ETSP Client is now connected to the camera.
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[1o10.8.204 -

— Connection

1} : |adrnin
Pazsword ; |********

Real Time Status window

Live Video window:

Wyhenever a recording is active, this

window opens and lets you monitor the

activity in real time.
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9. RTSP Video Playback
RTSP stands for "Real Time Streaming Protocol ." RTSP enabled video streaming clients, such as
MPlayer, can access the video data stream of the camera directly and you can watch the live video
without connecting to the camera with your Web browser first. MPlayer is freeware.

RTSP Playback in MPlayer for Windows

1. Activate MPEG4 streaming in the system configuration of the camera

WEBVIEW® @ @

[
ok [, [
NETWORK IP CAMERA t

MONITORING

LOGOUT SETUP

Image Configuration

9 System Confi = # System Configuration
ystem Configuration

User Configuration

. . Monitoring Setu
Network Configuration : E

Event Trigger Configuration Camera name {max 10 characters): my cam

Carnera location {max 10 characters): ry home

Cperation Mode:
@ Single (MPEG4 ONLY)
| R[]l et ¥}

O Dual (MPEG4 & TPEG)
- At dual mode, Audio from PC to

Output Stream Type: JPEG STREAM & MPEG STRE&AM

2. Alternatively, you can activate Dual mode(MPEG4&JPEG) with MPEG4 output streaming type
in the system configuration of the camera

WEBVIEW® 2 M

NETWORK IP CAMERA
LOGOUT SETUP MONITORING

Image Configuration

_) SyatanConth = ® System Configuration
ystem Configuration

User Configuration

= = Monitoring Setu
Network Configuration 2 )

Event Trigger Configuration Camera name (max 10 characters): my cam

Camera location (max 10 characters): my home

Operation Made:
i single (MPEG4 ONLY)
ingle {(JPEG OMNL
@ Dual (MPEG4 & IPEG)
= At dual T Eh—— P L0 CAMERA unavailable,

Qutput Stream Type: CIPEG STREAM @ MPEG STREAM >
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3. In MPlayer, click on OPEN -> URL 3. Enter the correct address to your camera

= ISHPRI e
|O|:-en Play “ideo pAudio Subtiles Browse Options  Help

4 ' '@ S0 Q sudio v subtitle ~

s Fle.. Ctri+F
|| #% Recent files L
== Direckary...
Playlist. ..

DD from drive
DWD From Folder. ..

A Close Chrl+x
&) cuit

-

& GIP ey - Entep Uil ?][%]

O LRL: [rtspi/jguestiquest@192.168.0.221 [mpemedial
®
It's a playlist

URL: rtsp://guest:guest@192.168.0.221/mp4media
guest:guest = valid user name and password

192.168.0.221 = IP address or web address of your camera mp4media = fixed part of the URL
4. Click "OK" and the video playback will start in two — five seconds.

G STEICVETS Jd@
Open  Flay Wdeo Audio  Subtitles  Browse Options  Help
b 7 O e ’ @ e @ @ Audio v | Sublite

S S
> Ll r .

C00O0Q00OC
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Note:
1. RTSP support is limited to the Pro Series Dual Mode IP Camera models.
MNC-L10M20/MNC-W10M20 and MNS-102 do not support RTSP.

2. RTSP support may not work with all RTSP enabled clients; e.g., RTSP is incompatible to
Microsoft's Windows Media Player.

3. RTSP support requires the camera to have an updated firmware installed. If the network
settings page of your camera does not show a port for RTSP, you need to update the
firmware at www.networkipcam.com .

4. As new versions of RTSP enabled clients are released, compatibility to the network camera
can not always be guaranteed.

10. SSL Encryption / Access via HTTPS

The MPEG4 cameras are equipped with SSL encryption, a safe way of accessing your camera. SSL
encryption ensures, that the data traffic between your camera and the computer is encrypted.

Access to the camera via HTTPS:

To utilize HTTPS, you need to enter the following address in your Web browser:
@ - - @& ihy https:/f192.168.0.22 1 jindex. cqi

Note: Use "https" instead of "http".

—

SRcliT Jkiars @ You will be presented with a security
message (may vary depending on your
! Information you exchange with this site cannot be viewed or system). Despite the warning message,
L changed by others. However, there iz a problem with the site's you should click on "Yes" to continue.

St The message tells you, that the

security certificate was issued for the
domain networkipcamera.com and that
there is a mismatch between the web
site and the address ofthe camera.
Since your network camera runs on a

: o different IP address than the web site,
™ The name on the secunty cerfifizate is invalid or doss not ki 3

match the name of the site the warning message 1s shown.

e The secunty certificats is from a busted certifying autharity.

0 The securnty certificate date is valid.

Do powd wwant to proceed ?

™\
L‘ [ Mo | ’ Wiew Cerlificate J

The message below will be shown to users of MS Internet Explorer 7 x

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

# Click here to close this webpage.
@ ntinue to this website (not recommended).

® More information
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Click "Continue to this website (not recommended)" to proceed.

Certificate

| Gereral | Details | Certification Path

Certificate Information

This certificate is intended for the following purpose(s):

+ Ensures the identity of a remate computer

* Refer to the certification authority's statement For details.

Issued to: | vy networkipcamera. com ‘

Issued by: Verisign Class 3 Secure Server Chy

valid from 5/21/2008 to 5{22/2009

Enstall Certificate...§| [ Issuer Statement ]

Click on "View Certificate" to view the details. The image on the left shows a screenshot of MS Internet
Explorer 6.x.

The certificate must be issued to www.networkipcamera.com.
You may be seeing the warning below:

SECHTIIY A nioTm alio E

Thiz page contain: both zecure and nonsecure
lkems.

Cia part wank ba dizplay the nohsecure ikems?

M ] [ Mate [nfa

This message is shown, whenever a web site with secure and non-secure elements is shown.
Non-secure elements can be images which are not crucial for the security. The question should be
answered with "Yes".
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11. Remote Access to a Camera & Router Setup

To gain access to a camera in your local network over the Internet, certain ports need to be
opened and forwarded in your router. The camera uses the following ports by default:

v -Web Server port = 80

v" - Image Transfer port = 40001 -Audio Send port = 40008
v" -Audio Receive port = 40008

v" - Upgrade port = 9000

v -PTZ port = 10000

v -ETSP port = 11000

To view the live image over the Internet, the Web server port and image transfer port need to be
opened and forwarded in the router. To receive and send sound, the audio send and receive ports
must also be added to the router configuration.

Before you can add the information in the router, find out which local IP address your camera has
and which ports it uses by connecting to the camera's Web administrator menu (Network
Configuration screen).

e Network Configuration

Set IP, subnet mask, gateway address: rnanually | NOTE:
IP Address: 192.165.1.221 -_ 1. 1P Address of
Subnet mask address: 255.265.255.0
CEMmera
Gateway address: 19216811

] zend IP address to e-mail:

{e-mail address: max 30 characters)
web server port number {80~ 1023):
Image transfer port number {8000~655357:
audio Send port number (8000~65535):
Audio Receive port number {8000~35535):
Upgrade port number (8000~55535):

' 2. Web-, Image-
and Audic-Ports

of camera

MPEG4 Network Camera default values

On the following pages are setup examples for several routers. The procedure for other routers from
other brands is very similar, but some details may be different.

Setup Example 1: MIMO Wireless Turbo G Router and Wireless N Router:

Click on NAT -> Virtual Server. Check (x) Enable Virtual Server. Enter the camera IP address, along
with the Web server (private and public port should be identical), select type = TCP and enter a
description in the comment field. Click on ADD. Repeat the steps for the other ports.

The end result should look like this:

Click "Apply" to save the settings.
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Broadband Router

Virtual Server 1

You can configure the Broadband router as a Virtual Server so that remote users accessing services such as the Wieb or FTP at yo
Public IP Addresses can be automstically redirected to local servers configured with Privste IP Addresses. In other words, depending
service (TCPAUDP) port number, the Broadband router redirects the external service request to the appropriste internal server locatec
LAN's Pirvate [P Address)

able Virtual Server

1921681221 | o T~ O [ComwisbPort |

.

Current Virtual Server Table

I T oo | commen e

Delete Selecied Cielete Al

Private [P

[ ooy [

Click on NAT -> Virtual Server.

Check (x) Enable Virtual Server.

Enter the camera IP address, along with the Web server (private and public port should be
identical), select type = TCP and enter a description in the comment field. Click on ADD.
Repeat the steps for the other ports.

The end result should look like this:

. Enable Virtual Server

| | \Eolh@ |

WM

Current Virtual server Table

e e il

1821681 221 Cam Web Port
2 1921681 22 40001 Tcp 40001 Cam Image Port [
3 1921681 21 40007 Tcp 40007 Cam Audio Port1 ]
4 1821681 221 40003 TCF 40005 CamAudiePort 2 []

| DeleteSelected | | Delstedl | | Reset |

C:

Click "Applv" to save the settinas.
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Setup Example 2: Wireless Super G Router

P Filter S Virtual Server P Special AP+ DMZ P Firewall Rule

Click on Access -> Virtual Server. Check (x) Enable Virtual Server. Enter a descriptive name and the
public and private ports, then select TCP as the protocol and enter the IP address of the camera as the
LAN Server. Click on "add."

The end result should look like this:

| Name | ___ Protocol | _LANServer |

Yirtual Server FTR TP 21421 o.n.0.0
Yirtual Server HTTP TCP 80/80 0.0.0.0
virtual Server HTTPS TCP 443/443 0.0.0.0
Yirtual Server OMS UDP 53/53 0.0.0.0
Yirtual Server SMTP TP 25725 0.0.0.0
Virtual Server POP3 TSP 11010 0.0.0.0
Yirtual Server Telnet TGP 23/23 0.0.0.0
PSec UDP 500/500 0.0.0.0
PPTP TERHEI3HIRA3 0.0.0.0

Cam Yweb Fort
Cam Image Port

Cam Audio Send Port
Cam Audio Receive Port

TCP 80/80

TCP 40001/40001
TCP 40008/40008
TCP 40007/40007

192.168.1.221
182.168.1.221
192,168 .1.221
192.168.1.221
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Setup Example 3: Wireless G Broadband Router, 4 Port Broadband VPN Router, 8 Port
Broadband VPN Router and Dual WAN Router.

Status | Hasic Setup | Syetem | (s |!__-N.r_-l Avanced |

JAppIicatiuns Internal Server 2ort Forwarding Pod Trigger  MAT OniOff

MAT == Port Forwar ding ]

Port Forwarding Setup

Rule Narme |Cam b Part Protocol | TCP [
Esternal Fort Range =] - [a0

Internal PC (P Address 192 168 |[1 [221

Internal Mot Pange 0] - lem

The connected PC's IP address is 192.168.1 44

Mudify

Click on NAT -> Port Forwarding. Enter a rule name, external port range, camera IP address and
internal port range. The above example shows port 80. Click "Add" to save the rule. Repeat the steps
for the other ports.

The end result should look like this:

External Internal
Idx Rule Mame Proto Poit Range Internal PC P Por Range
1 Ca";‘;’fb tep 80-80 192.168.1.221 80-80 O
2 Ca"’;mage tcp 40001 ~40001 192.168.1.221 40001 ~40001 El
Cam Audio
3 i tep 4000840008 192.168.1.221 4000840008 O
Cam Audio - T a
4 e ten 40007 ~4000 192.168.1.221 40007 ~40007 O

Even though the camera only requires four single ports to be forwarded, and not a range of ports, you
still need to enter the single ports as port ranges into this router model.

12. Developer Information

This section of the user manual contains useful information for software developers and Web
programmers.

12.1 Software Development Kit (SDK)

Software developers can download an SDK for WEBVIEW Pro-Series cameras and network video
servers from www.networkipcam.com . The SDK consists of different documents, sample programs
and sample code snippets for various applications.

The SDK contains:
HTTP API

WEBVIEW Network Cameras support HTTP CGl calls to perform certain functions, or to remotely
program the camera. As a developer you have access to virtually every parameter the camera has
to offer: You can query the alert state of the camera and trigger the digital I/O port, and change
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image settings and network parameters remotely.
Web Integration

Documentation to integrate the live video of the camera in an HTML page that can be viewed with
any standard Web browser.

MS Visual Studio (C++, Visual Basic)

Documentation helpful for Windows program developers to assist in writing custom applications for the
WEBVIEW network camera.

12.2 Direct Access to internal JPEG

To utilize the camera in third-party video surveillance programs, you can activate the direct image
access. It allows accessing the internal JPEG image of the camera that other programs can download.

You can define the behavior of this function in the System Configuration of the camera:

Direct public access to image via HTTR: & enable disable
rhttp:/fipaddress/jpg/imagename.jpg)
Image file name {max 10 characters): image |.ing

Direct public access to image via HTTP:

enable: Any user can access the image. No username or password is required to see the image.
disable: A username and password must be provided in order to see the image.

Image file name (max. 10 characters):
The default name is "image," but you can change it for security reasons.

You can access the image using the URL below:
http://camera_ip/jpg/image.jpg

Enter the URL in your Web browser. After you enter the username and password, you can see the
live image. Refresh the view to see the most current image.

Address |:g"| http:/f192 168, 1,108(ipg/image. jpg

12.3 Motion-JPEG Access

The MPEG4 cameras support a dual-mode streaming capability. This means that the camera can
output MPEG4 and Motion-JPEG video data simultaneously. Motion-JPEG is the preferred method
when using the camera with third-party video surveillance applications. It is widely supported, and is
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often the only image format accepted by courts, who consider MPEG4 compression too lossy.
Motion-JPEG video, on the other hand, cannot compress video data as effectively as MPEG4 does.
Thus, the resulting video stream requires a higher network bandwidth.

To utilize the Motion-JPEG stream, first enable dual mode streaming in the camera's system
configuration.

+ System Configuration

Camera name (max 10 characters): my camera

Camera location (max 10 characters): my homel|

Operation Mode:
O Single (MPEG4 ONLY)
3 Single (IPEG ONLY)
@ Dual (MPEG4 & JPEG)
- In dual mode, Audio communication from PC to CAMERA is not available.

Qutput Stream Type: & JPEG STREAM (O MPEG STREAM

The Operation Mode parameter needs to be set to "Dual (MPEG4 & JPG)." The following
URL returns the Motion-JPEG stream:
http://camera_address/image.cgi?id=guest&passwd=guest&mode=http

Appendix A: Frequently Asked Questions (FAQ)
1. What is the default IP address of the network camera?
The default IP address is 192.168.1.221

2. 1use a MacOS or Linux system and cannot use IP Installer to set up my camera. How can |
install the camera without that tool?

1. You will need to change the IP address of your MacOS or Linux PC so that it is in the range of
the camera's default IP address: 192.168.1.221 (network mask 255.255.255.0). For example,
you can set the IP address of your computer as 192.168.1.100 (subnet mask 255.255.255.0).
For information on how to manually set the IP address of your system, refer to the
documentation of the operating system you are using.

2.  Then you can open the camera homepage in your Web browser and change the camera's IP
information on the Network Configuration screen of the administrator menu (see section 6.3).

3. After changing the Camera's Web Server Port from 80 to a different value, access to the
camera is no longer possible.

Whenever you change the Web server port from the standard 80 to a different value, you need to
append the port to the camera's IP address. The syntax is always http://cameraip:portnumber.
Example: When you change the Web server port to 81, the correct address would be:
http://192.168.1.221:81.

4. IP Installer does not find the camera. Why?

The camera is installed behind a PoE (Power over Ethernet) device. Remove the PoE temporarily or
set up the camera without IP Installer.

A desktop firewall application such as Norton Internet Security (NIS) is installed. Uninstall NIS or set up
the camera without IP Installer.
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Windows XP SP2 is installed and the integrated firewall is active. Deactivate the Windows firewall
temporarily or set up the camera without IP Installer.

The network connection to the camera is not working. Verify that the camera has an active network
link.

The camera needs a reset. See Appendix H: Reinstating the factory default settings.

5. Can | use the camera's integrated motion detection function to secure sensitive areas and
goods of a high value?

Using the Network IP Camera's integrated motion detection function for security functions is not
recommended, as the function does not work as reliably as professional security sensors.

We recommend using professional security monitoring software in combination with the Network IP
Camera. You may also connect external security sensors to the camera's digital input port for
increased security.

6. How do | activate the E-mail Function?
a) Camera Network Configuration

1st DMS server address: 123123123123
2nd DNS server address: 456 456 456 456
SMTP Server {max 25 characters): Srtp.mysemver. com
Sender email address {maxr 30 characters): cam@@myserver.com

Use SMTP Authentication

Authentication method: LOGIN
ID {max 30 characters): camera
Password (max 10 characters): (TTTITTT)

Realm {max 15 characters):

DNS Server Address

A DNS server is required if you enter the SMTP server using the domain name. If you enter the IP
address of the SMTP server you do not need to specify DNS server information, but if you enter the
domain name of your mail server (e.g., mail.myserver.com or smtp.myserver.com) you need to type in
at least one DNS server.

SMTP Server (max. 25 characters)

Type in the address (IP address or domain name) of the outgoing mail server. This is typically the
same mail server you have set up in your mail client settings (e.g., the MS Outlook profile).

Sender e-mail address (max. 30 characters)

This should not be left blank as many SMTP servers refuse to deliver e-mail if the sender address
is missing. The sender address can be any e-mail address. It does not need to be a real, existing,
e-mail address. You can type in mycamera@mydomain.com or cam@myserver.com.

Use SMTP Authentication

Most SMTP servers are password protected to prevent illegal access (anti-spam). If your SMTP server
requires authentication, enter the username and password required for this server. Those are the same
values you normally use for the Email Client (Outlook, Thunderbird) on your PC.

Authentication method
The authentication method should be set to LOGIN in most cases. Unless your server specifically
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requires different settings, LOGIN is the preferred choice. Other options are PLAIN and
DIGEST-MDS5.

If your server is an Open Relay, you do not need to activate SMTP authentication.
b) Camera Event Trigger Configuration

Activate the e-mail option and specify the e-mail address and the subject of the e-mail.
=end captured image to e-mail

e-mail address {max 30 characters): rmyemaili@myserer.com

e-mail title {max 30 characters): Alert! faotion Detected!

7. The camera does not send any e-mails. Why?
1. 1. The problem occurs because the camera cannot contact the E-mail server

2. Check: -Is the e-mail (SMTP) server address correct? (Network Configuration) -Did you
specify the correct gateway IP address? (Network Configuration)? -Did you specify correct
DNS servers? (Network Configuration) -Did you enter the correct e-mail address? (Event
Trigger Configuration) -Did you specify the e-mail title? (Event Trigger Configuration)

3. The e-mail server denies the delivery request from the camera

Check:
v'Is a valid sender address specified? (Network Configuration)

AN

Did you activate SMTP authentication? (Network Configuration)

v Did you enter the correct Username and Password for SMTP authentication? (Network
Configuration)? Also be sure to have the latest firmware installed in case you experience
difficulties. Possible compatibility problems are likely to be resolved in newer firmware
versions.

8. How do | activate the FTP upload function?

send captured image to FTP server
FTP server {max 30 characters): 111.222.333 444
FTP server port (21~65535y: 21
LUser ID {max 30 characters): userid
Password {max 30 characters): (T
Directary {max 30 characters): images
FTF‘ Fename enahble

() send captured image to FTP server
Activate this option.
FTP Server (max 30 characters)

Type in the IP address or domain name of the FTP server (if you enter the domain name, you must
have proper DNS servers set up in the network configuration).

FTP Server Port

By default, the FTP service runs on port 21. If your server runs on a different port, you can enter the
correct port here.
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User ID (max 30 characters)

Enter a valid FTP server user name.

Password (max 30 characters)

Enter a valid FTP server password.

Directory (max 30 characters)

Enter the directory on the server where the images are to be uploaded.

FTP Rename enable

Activate this option if you want the server to rename the image after the upload is completed.
9. What does the FTP Rename option in the Event Trigger Configuration do?

The FTP Rename option should be activated whenever the camera uploads the same image (same
image name) to the FTP server. Typically this is an application where the camera uploads still images
to your Web site every xx seconds and you display the image on your Web site.

Without the Rename option enabled, the following will happen: The FTP
upload process consists of different steps.

1. Login

2 Delete existing file
3.  Upload new file
4

Logout The entire process can easily take several seconds, depending on the camera's
Internet connection speed as well as the image size.

The important thing here is that the existing image first is being deleted, then the new image is being
uploaded. If a user accesses your Web site at the very moment the image is deleted or is being
uploaded, the image on the Web site will either not show up at all or will only show partially.

With the Rename Option enabled, this does not happen. The image will always show up correctly.
Here is why: Instead of deleting the existing image first, the camera uploads the new image using a
different file name. Example: Image name: camera.jpg Image name of file the camera uploads:
camera_tmp.jpg

This way, the current image will still show up for Web users even if the camera already uploads a new
image. Once the upload of the new image is completed, the camera instructs the FTP server to delete
the existing image and rename the new image to the old image. Since this is done on the server itself,
this takes only a fraction of a second. Thus, the image on your Web page will always show up
correctly.

In short:

You should activate the Rename option, if the Network IP Camera refreshes an existing image on the
FTP server which can be seen on a Web site.

You do not need to activate the Rename option, if the Network IP Camera uploads a series of
images with changing file names (e.g., with the date and time included in the file name).

10. Why won’t the ActiveX control automatically download?

Situations occasionally arise which prohibit this from happening. If Internet Explorer is an earlier
version than 4.0, or if the registry information of the system is corrupted, the automatic download and
installation may fail. If problems occur with automatic download, try a manual download. (See
Installation of ActiveX in 4.3.)

11. Even though | enter the right ID and password to log in, the error message "You must login
first" appears. What's wrong?
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Open "Internet Options" in MS Internet Explorer and then click on the "Security" tab to view the setting.
(If set on "High," ActiveX would have a problem downloading.) You can manually install the ActiveX
control as described in section 4.3 or change the security settings to a lower level.

Internet Oations 2=l e
Connections | Mrograms | Advanced | s
= - Settings:
General Security | Privacy |  Content 2
o ) . @ Ackiver controls and plug-ins -
Select a'web content zone to specify its security seftings, @ Download signed Active? contrals
® & 0 &
ar=s ) Enable
Inbernet Localintranet  Trusted sites  Restricted sies {2} Prompt
@ Diovwnload unsigned Activel conkrols
Internet {2 Disable
i Thiz zone c:onta_nins all"Web sites pou Sl ) Enable
haven't placed in other zones = 'C‘ Prompt
: . @ Initialize and script Activay controls nok marked as safe
— Scowity level for thiz zonc @ Disabl
isable
Custom Q) Enable
Cuistom sethings. Q) Prompt E
- To change the settings. click Custam Level. [F8 Nuw Ackiay conbeole and mboo jne
- To use the recommended settings, click Default Level. 1 I r +

—Reset custom settings

E e clium Reset I
Default Level | Resst to g5¢
g | @x | mEw | [k | canca |

12. | want to connect to the camera using Java; however, on my new Windows system there's
no Java Virtual Machine installed. Where do | get it?

You may download the Java software directly from Sun's Java Web site. Java
Virtual Machine for Windows:
http://www.java.com/en/download/windows_manual.jsp

Appendix B: Accessing the camera via HyperTerminal
NOTE: This section is for advanced users only.

HyperTerminal is a basic program for Windows 9x/NT/2000XP/Vista. A PC can communicate with
external devices through the serial port by using this program. The steps you should take to set the
HyperTerminal are as follows with a Windows 2000 OS. The camera can be programmed via
HyperTerminal, but only a few options are available. Programming the camera via HyperTerminal has
no advantage over the installation via IP Installer or the Web browser. However, for diagnostic
purposes this access method can be quite useful.

1. Go to Start -> Programs -> Accessories -> Communications ->HyperTerminal. Select one of
the icons and then enter an appropriate name in the box.

2. Select a serial port of the PC, then click "OK." (Usually COM1 or COM2 is recommended.)
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Connection Description

% Mew Connection

Enter a name and choose an icon for the connecton:

Marme:

Mpeg4Cam

lcorn:

Connect To E|E|
% mpegdcam

Enter detail: for the phone number that pou san; bo diak

Countrydregan:

Area code;

Phone numter: | |

Comnect usng: | ETTRMEEE |

[ ok [ cacel |

3. Configure the parameters as shown below:

COM1 Properties

[ Part Settings |
Bitz per recond: ﬁﬁzm_ |
Daabis: |4 v/
‘ Parity; iNona vi
Stap hits i-'l- V_I
‘ Flow contict IS ¥
Restore Defaults
I Ok, ] [ Catcel ] [ Apply ]

‘& mpegdcam - HyperTerminal EI [E] El

rile Cdit  Wiew Call  Transfer  |l=lp
D= = 3 0® You can see real-time messages
~| generated by the camera operating

system which can be recorded by
going to "Transfer" and clicking
"Capture Text." In case of a camera
malfunction, you can record this log
should the technical support team ask
for the information.

< > D

Connected 0:08; 10 Auto detect Auto detect: HUM E




Appendix C: Troubleshooting

This appendix provides useful information to help you to resolve any difficulty you might have with
your Pro Series Network Camera. Fault symptoms, possible causes and remedial actions are
provided within a quick reference table.

PINGing Your IP address

By sending a packet to the specified address and waiting for a reply, the PING (packet Internet
grouper) can determine whether a specific IP address is accessible. It also provides a particularly
useful method for confirming addressing conflicts with your Pro Series Network Camera on the network.
After disconnecting your camera, follow the instructions below in association with Symptoms, Possible
Causes and Remedial Actions and run the PING utility to troubleshoot TCP/IP problems on your
network.

1. Starta DOS window
2. Type ping x.x.Xx.x, where x.x.x.x is the I[P address of the camera.

3.  The subsequent replies will provide an explanation as to the cause of the problem. Replies
can be interpreted as defined in the table below:

PING reply
Interpretation and recommendation

The IP address is already used and cannot be used again.

bytes = 32 time = 2 ms You must obtain a new IP address.

Destination host MPEG4 Network Camera is not accessible within your
unreachable subnet. You must obtain a new IP address.

This IP address is not used by anyone and is available for

Request timed out use with your Pro Series Network Camera.

Symptoms, Possible Causes and Remedial Actions

Symptoms Possible Remedial Actions
Causes
The camera The IP address 1. Disconnect your camera from the network.
cannot bg o a'reatf]y used 2. Run the PING utility (as described in "PINGing
accesse y another Your IP Address").
device
from a Web The IP address | Run the PING utility (as described in "PINGing Your IP
browser is located within | Address"). If the utility returns "no response" or similar,
a different the diagnosis is probably correct — you should then
subnet proceed as follows:

In Windows 95/98 or Windows 2000/XP/Vista, check that
the IP address for your camera is within the same
subnet as your workstation:

1. Click "Start," "Settings," "Control Panel" and
"Network."

2. Specify the TCP/IP adapter and click on "Properties."
In Properties, click "IP address."

3. Check that the first 3 numbers within the IP address of
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your camera match the first 3 of your workstation.

If not, your camera may be on a different subnet and the
IP address cannot be set from this workstation. You
must set the IP address for the camera from a
workstation on the same subnet.

Other
networking
problems

Trying replacing your network cable. Test the network
interface of the product by connecting a local computer
to the unit, using a standard crossover (hub-to-hub)
cable. If the above actions don’t resolve the problem, the
camera maybe faulty. In this case, try to localize the
problem by connecting the camera to the serial port of a
local computer, using the RS-232 cable.

The Power
LED is not
constantly lit

Faulty power
supply

Verify that you are using the provided power supply.

The Network

Faulty cabling

1. To verify that the cables are functional, PING the

LED is off address of a known existing unit on your network.
2. If the cabling is okay and your network is reachable,
you should receive a reply similar to this: . . . bytes = 32
time = 2 ms,
The Operating | Faulty Verify that the power source is properly connected.
Status LED is | connection
off
The camera Firewall Check the Internet firewall with your system manager.
works protection Check if you need to configure the default router
locally, but not | Default routers | settings. Configure the camera to upload your video
externally required The images to an FTP server or an ISP.
Internet site’s
too heavily
loaded
A series of The CCD Direct exposure to extreme sunlight or halogen light may
broad, sensor cause serious damage to the CCD sensor. Re-position
vertical white becomes your camera into a more shaded location immediately.
lines appears | overloaded NOTE: Damage caused to a Pro Series Network

across the when the light Camera through over-exposure to direct sunlight or
image is too bright, as | halogen light is not covered under the product warranty.
with reflected
sunlight
Bad focus Focus has not Adjust the camera manually until the image appears

been correctly
adjusted

clear.
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Noisy Video images Improve the lighting conditions. If this doesn’t help and
images may be noisy if | the lighting conditions within the installation area can not
you are using be improved, consider replacing the basic lens with a
the camera in a | more sensitive lens. Set the quality/bit rate to a higher
very low light value.
environment or
the bit
rate/quality is
set to very low
values
Bad-quality The display Open the display properties on your desktop and
video properties are configure your display to show at least 65,000 colors;
incorrectly i.e., at least 16-bit.
conflgurekd for NOTE: Using only 16 or 256 colors on your computer
¥cr’1ir:aer$1etroapis will produce dithering artifacts in the image. Adjust the
camera lens manually.
not focused
correctly

NOTE: If you still have a problem with your camera after following the above recommendations,
contact your dealer or check the WEBVIEW web site: http://www.networkipcam.com .

Appendix D: Utilizing IP Addresses on a Local Network
Introduction

Access to the Internet is achieved via Internet IP addresses. Currently, IP addresses are limited.
There are five classes of networks, and each network contains IP addresses. A network can only hold
a limited number of IP addresses, and the number of IP addresses depends on the network class.
The five classes are labeled "A" through "E," with the most common one being the "C"-class network.

IP Construction and Network Class
IP Construction

(xxx: 0-255) e.g.,

XXX X2 192.168.1.1

xxx X1 xxX X3 | xxx X4

Network Class A Class: A network that contains IP addresses from 0 to 127 at room "X1." Network
ID: X1Host ID: X2, X3, X4 There are 128 A-Class networks in the world.

B Class: A network that contains IP addresses from 128 to 172 at room "X1." Network ID: X1, X2Host
ID: X3, X4There are 65,534 B-Class networks in the world.

C Class: A network that contains IP addresses from 192 to 223 at room "X1." Network
ID: X1, X2, X3Host ID: X4 The most common network; there are 2,097,152 C-class
networks in the world.

D Class: A network that contains IP addresses from 224 to 239 at room "X1." D-class networks are
used for multicasting, and are not allowed for common use.

E Class: A network that contains IP addresses from 240 to 255 at room "X1." E-class networks are
reserved.
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C-Class Networks Features of
Addresses

IP address: The three-digit number in room "X4" is for the Host ID. The number range is from 0 to 255.
Among the numbers, 0 is used for Network ID, 1 is used for Router IP (gateway address)and 255 is
used for a broadcast address. The numbers from 2 to 244 are IP addresses that can be assigned to a
Pro Series Network Camera, PC, etc.

Network ID: Identifies a network. Generally the first number assigned is Network ID.
Gateway address: The IP address of the router for connecting the Internet and a local network.

Broadcast address: The IP address for broadcasting. All devices connected on a local network have
the same broadcast address.

Subnet mask: Divides a local network into two remote networks and shows the IP quantity in a certain
network. The number used as a subnet mask is limited: 0, 4, 8, 16, 32, 64, 128.

Network Configuration
1. To use as one network

Network ID: xxx.xxx.xxx.0

Gateway Address: XxX.XXX.Xxx.1

Subnet Mask: 255.255.255.0

Broadcast Address: xxx.xxx.xxx.255

IP addresses: XxX.XXX.XXX.2 - XXX.XXX.XXX.254
2. To use as two sub-networks (1/2 + 1/2)

Sub-Network ID: xxx.xxx.xxx.0

Gateway Address: XxX.XXX.Xxx.1

Subnet Mask: 255.255.255.128

Broadcast Address: xxx.xxx.xxx.127

IP addresses: XXX.XXX.XXX.2 - XXX.XXX.XXX.126

Sub-Network ID: xxx.xxx.xxx.128

Gateway Address: xxx.xxx.xxx.129

Subnet Mask: 255.255.255.128

Broadcast Address: xxx.xxx.xxx.255

IP addresses: xxx.XxX.xxX.130 -XXX.XXX.XXX.254
3. To use as three sub-networks (1/4 + 1/4 + 1/2)

Sub-Network ID: xxx.xxx.xxx.0

Gateway Address: XXX.XXX.XxX.1

Subnet Mask: 255.255.255.192

Broadcast Address: XXX.XXX.Xxx.63

IP addresses: XXX.XXX.XXX.2 - XXX.XXX.XXX.62

Sub-Network ID: xxx.xxx.xxx.64

Gateway Address: XXX.XXX.XXX.65

Subnet Mask: 255.255.255.192

Broadcast Address: XXX.xxX.xxx.127

IP addresses: XXX.XXX.XXX.66 - XXX.XXX.XXX.126

Sub-Network ID: xxx.xxx.xxx.128
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Gateway Address: xxx.xxx.xxx.129

Subnet Mask: 255.255.255.128

Broadcast Address: xxX.XxX.Xxx.225

IP addresses: xxx.xxx.xxX.130 -XXX.XXX.XXX.256
4. To use as four sub-networks (1/4 + 1/4 + 1/4 + 1/4)

Sub-Network ID: xxx.xxx.xxx.0

Gateway Address: XxX.XXX.Xxx.1

Subnet Mask: 255.255.255.192

Broadcast Address: xxx.xxx.xxx.63

IP addresses: XXX.XXX.XXX.2 - XXX.XXX.XXX.62

Sub-Network ID: xxx.xxx.xxx.64

Gateway Address: XXX.XXX.XxX.65

Subnet Mask: 255.255.255.192

Broadcast Address: xxx.xxx.xxx.127

IP addresses: XXX.XXX.XXX.66 - XXX.XXX.XXX.126

Sub-Network ID: xxx.xxx.xxx.128

Gateway Address: xxx.xxx.xxx.129

Subnet Mask: 255.255.255.192

Broadcast Address: xxx.xxx.xxx.191

IP addresses: xxx.xxx.xxX.130 -xxX.xxx.xxx.190

Sub-Network ID: xxx.xxx.xxx.192

Gateway Address: Xxx.Xxx.xxx.193

Subnet Mask: 255.255.255.192

Broadcast Address: xxXx.XxX.xxx.255

IP addresses: xxx.XxX.XXX.194 -XxXX.XXX.XxX.254

Appendix E: Updating Firmware

CAUTION: The process for updating current firmware is already installed in your camera. If you begin
the process, follow the manual instructions. During the process, do not disconnect the network or
power source, and avoid any physical shock to the camera. Otherwise, the camera can be
seriously damaged and fail to function properly. If firmware fails to update, or if the camera does
not operate properly after a firmware update, contact your local dealer.

Identify the Version of Firmware

You can identify the version of the camera’s firmware on the System Configuration page. (You can
check the version of your camera firmware first and then try to update.) To check the present version of
firmware, go to the camera’s homepage and click "Administrator Tools"; then go to the System
Configuration page and check the version of the firmware.

Download New Firmware

You can download the latest firmware software through the Internet at the WEBVIEW support Web
site: www.networkipcam.com.
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Install New Firmware

Camera firmware can be upgraded via the LAN or remotely over the Internet.

1. Confirm that the camera is connected to your PC. (As long as you can access your camera

homepage, you can process an upgrade.)

2. Execute the newly updated firmware and select the firmware file via the "Firmware Open"

button.

3. Enter the camera’s IP address, upgrade port number, admin ID and password configured on
the Network Configuration page. Then click on "Start upgrade." You may see the upgrading
status. Upgrading levels are divided into four steps, from "Transferring Firmware" to "Verifying

flash memory." (Each step is indicated on a progress bar.)

4. When completed upgrading, a message appears that indicates the upgrade has been

completed. Click the "OK" button.

Camera Upgrade ¥1.05

Firmware Open |

Camera IP :
Upgrade port :
Aadrnin 1D

Admr password

Upgrade status:

Start uparace

iE:WumeshVﬂP-CameraWF L

|192.1$8. 1 . 203

isuoo

!edmiﬂ

Cancel ‘

Upgrade

oK

! E Firmware upgrade completed

NOTE: If you receive the warning "INVALID HEADER MARKER" during the firmware upgrade, restart

Camera Upgrade ¥V1.05

Firmware Open I IE:anesthPvCemelaWFLM

CamealP: | 192 . 168 .

1

. 203

Upgrade port : IS‘I‘U

Acmin[D : [admin

Addininn passveoid | |

Upgrade status: Transferiing Firmwweare

[Eem]

your computer in safe mode with networking support and repeat the procedure.
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Appendix F: The I/O Connector (MPEG4 Cameras)

The I/O Connector provides the physical interface to a digital output and a single digital, photo-coupled
input that is used for connecting a variety of external alarm devices to the Pro Series Network Camera,
including infrared sensors, switches and alarm relays. In combination with the configurable alarm
facilities, you can quickly develop a variety of security applications that are triggered on time- or
alarm-based events.

RS485 D/I D/O P/O
M Mmoo

8 ¥ 854 3 21

No. Function Description

1 Power GND (-) Power for the external I/0O devices (-)

2 Power DC12V (+) Power for the external I/0O devices (+)

3 Digital Out (+) Output for the external output devices (+)
4 Digital Out GND (-) | Output for the external output devices (-)
5 Digital In (+) Input to the external Input devices (+)

6 Digital In GND (-) Input to the external input devices (-)

7 RS-485 (+) Not in use

8 RS-485 (-) Not in use

1-2 PIN

To supply external devices with power. PIN 1 is connected to the GND terminal of a device’s power
and PIN 2 is connected to the positive (+) terminal. However, the external device should be less than
12 V DC and 200 mA. This is a permanent 12 VV DC power source.

3-4 PIN

To supply external devices with power. PIN 4 is connected to the GND terminal of a device’s power
and PIN 3 is connected to the positive (+) terminal. However, the external device should be less than
12 V DC and 200 mA. Power is only provided if an alert state has occurred in the Event Trigger
Configuration (see section 6.5).

5-6 PIN

PIN 5 and PIN 6 are connected to the signal output terminal of an external input device, such as an IR
or alarm sensor.
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Appendix G: Dynamic Domain Name System (DDNS)

Your Internet service provider (ISP) provides you with at least one IP address that you use to
connect to the Internet. The address you get may be static, meaning it never changes, or dynamic,
meaning it’s likely to change periodically. Just how often it changes depends on your ISP. A dynamic
IP address complicates remote access since you may not know what your current WAN IP address
is when you want to access your network over the Internet. The solution to the dynamic IP address
problem comes in the form of a dynamic DNS service.

The Internet uses DNS servers to look up domain names and translates them into IP addresses.
Domain names, such as www.networkipcam.com , are just easy-to-remember aliases for IP addresses.
A dynamic DNS service is unique because it provides a means of updating your IP address so that
your listing will remain current when your IP address changes. There are several excellent DDNS
services available on the Internet and, best of all, some of them free to use. The WEBVIEW Network
Cameras support the DDNS service provided by www.DynDNS.org. You'll need to register with the
service and set up the domain name of your choice to begin using it. Please refer to the homepage or
the service for detailed instructions.

A DDNS service works by uploading your WAN IP address to its servers periodically. Your
gateway/router may support DDNS directly, in which case you can enter your DDNS account
information into your router and it will update the DDNS servers automatically when your IP address
changes. Consult your router’'s documentation for more information. If your router does not support
DDNS, you can run a small client utility on any PC on your network that will perform the updating. The
client utility is usually provided for free by the service. Check the service’s Web page for further
information, terms and conditions.

How to Use the ODS DDNS Service

1. Go to the ODS homepage (www.ods.org).

°coDsSs

OFEN DOMAIN SERVER

| sERVICES BEUPPORT | REBGISTER | PARTNERS | aBouTus

0ODS Auto UrPDATE CLIENT
Welcome to ODS
: . File
Client Downloads: Size: If you're looking to host a website, ftp, irc, or emal
wWindows: server but have a dynamic IP, you've come to the
right place, ODS offers very low cost dynamic
w 552k nameserver resalution for a number of public
Unix: domains, Click the Register link to sign up now!
obs Client Sk
EZ-TP Update 110k Other Services ODS NEWS
MacO§ X:
0DS Client vi.0b3 308k | 0DS offers an ever-expanding list of services to our | L0/03/05 @ 0116
mermbers, In addition to our low-cost standard ke el
dynamic DNS service, we can also set up your tacords, Thase are
PAYMENTS BY private domain or add a secondary nameserver for typically used in
Pajypa’ your public domain to ensure always-on service in fri"“i““““"‘f"‘eatﬁ':: S—D";
the event of a server failure. Follow the Services link | jmmediately  available
to find out more! to users of all of our

serices,

See if your host is available (WHOIS)

09/18/05 @ 00:32
Mews from Bocon
Software, mmyDynIPPro,
a full featured Dynamic
DHS updste clisnt has
added support  far
ods,org hosts,

<MORE NEWS

2. If you didn’t register your ID, select the “Register” menu and register your ID/password. Or, just log
in with a registered ID/password.
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°0DS

OrFen Domain SERVER

HOME | SERVICES | suPPORT | REBISTER | PARTNERS | aBoOuT US | cowNTACT US
1

| REGISTER

By clicking Register’, you agree to the small amount of information giver on this form being
publicly available in the forrm of 5 whois server, We will not sell vour inforrmation,

Fields may not contain spaces

Username; l—
Passwoard: [ ——
Emall Address: [
First Mame: l—
Last Mame: l—
Register | ‘

© 0DS.org 2001-2007. &ll rights reserved
3. After you register with an ID/password normally, you can see the “Manage” page.

HOME | sERVICES | suPPORT | REGISTER | PARTHNERS | aBouTus | coNTaCT us
1

| manage

You are currently not subscribed to the Dynamic DNS service. ODS now requires a paid

subscription of USD §5/year for Dynarnic BTmas. 45 3 result, you are unable to update
records under this account. Please vigit this page fij

more information and to subscribe.

Add Hoct on 3 Public Domain: _—Add Host on a Private Domain:
Host: Host: |

Domain: - Public Domains - 'l Domain: | Private Domains -
Type: A vl Type: IA -

Target: Target: |
TTLALriorty: TTLPriority: |
Add Host | Add Host |

Confused? Click here Confused? Click here
Update mapping for:

Show only: Al |

Host: l_;[

Mew Target: I—

TTL/Priority: I—

Update

Delete Host:

NOTE: ods.org service is not for free. If you did not paid, click this page and follow instructions to pay
for it in advance, or you can’t utilize the service.

3. If you want to use a normal DDNS service among many services, you should fill in the open fields
and then click the “Add Host” button.

. Host: Enter the name you want.

. Domain: Select a domain you want.

. Type: Select “A” (“A” is normal)

. Target: Enter the initial IP of the equipment (or any IP address in the form “xxx.xxX.xxXx.xxx”)
. TTL Priority: Do NOT select. This is optional.

If you want to select “Webview.ods.org” for a domain name, enter “Webview” in the “Host” field and
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then select ods.org for the domain. Otherwise, refer to the premium service.

NOTE: After completing the ODS DDNS settings, complete the DDNS registration on network
configuration of administrator menu of the camera. Refer to Section 6.3.

How to Use the DynDNS DDNS Server

1. Go to the DynDNS homepage (www.dyndns.org or www.dyndns.com).

) DynDNS | - ]

Lost Passward? - Create Sccount

About Services @ Support News
GUESS WHO? DNS Services

DNS For static and dynamic IP addresses

Introducing secret registration for all users

MailHop Services

Ensure reliable mail delivery

Network Monitoring

Manitor your online services, 24x7x365

Learn more... 88L Certificates
High quality digital certificates

Dynharnic Metwork Services Launches Secret Registration

Resources Services Support About DynDNS
wWhat is DNS? Custom DHS Update Clients Search DynDNS
Home Solutions Dynamic DS 2447 Premier Support DynDMNS Careers
Business Solutions MailHop Outhound Developer's Connection Contact Us

Copyright @ 1993-2007 Dynamic Network Services, Inc, - Privacy Policy - Acceptable Use Policy - Trademark Motices

2. If you didn’t register your ID, click “Create Account” and register your ID. Or, just log in with a
registered ID.

NOTE: Read and follow instruction about cookies!

& DynDNS -

Lost Password? - Create Account

About Services Account Support Hewis
Ty ACCOUAE Log i n
Create ACCount
Ll It is stronghy recommended that you wisit this page securely. You are not currenthy wisiting this page securely .,

Lost Password?

"Accuunt Login

Lisername: Password: Lagin ‘

Search DynDNS

e

You must have cookies enabled to acress your account, (why Cookies?)
Search

Don't have an account? Create one now - it's fres!

Copyright @ 1999-2007 Lyynarnic Metwork Services, Inc, - Privacy Policy - ptable Use Policy - Trademark Motices
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3. Fill your information in red circles and press “Create Account” button.

About Services Account Support e

My Account Create Your DynDNS Account

Create Account

Login Please complete the form to create your free DynDMS Account,

=
Lost Passwords Ttis strongly recommended that you visit this page securehy, You are not currently visiting this page securely,

Search D\,anNS User Information
li Usernamge: |intellinet
H oln " - Insthyctions to activate your account will be sant ko
Search | E-mail Addfess: |intellineti@icintracom. com (s el cebier i
Confirm E-mail Adfiress: |intellinet@icintracam.com
d: l—m “Your fassword needs to be more than 5 characters
ro: and flannot be the same as wour usemame, Do nat

chghse a password that is a common word, of can
Confirm Passwol]: gifienize be easily quessed,

About You (optional)

Providing this information will help us to better understand our customers, and tailor future offerings
more accurately to your needs, Thanks for vour help!

N p e do not sell your account information
How did you hear abgfit | Other (please specify) ~ to anyane, Induding your &-mal address.

Terms of Service

I
1
1
2. DESCRIPTICMN OF SERVICE | LI
I agree to the AyP
1 will only create one
free account:
Mailing Lists {optional)
1
|
I
|

Create Account )

Copyright @ 1993-2007 Dynaric Metwaork Services, Inc, - Privacy Palicy - Acceptable Use Policy - Tradernark Motices

4. You will see account created message as follows.
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& DynDNS e

My Account
Create Account
Login

Lost Password?

Search DynDINS
Search |

Lost Password? - Create Account

About Services Account Support Mewis

Account Created

Your account, intellinet, has been created. Directions for activating vour account hawve been sent to
your e-mail addressintellinet@icintracom com. To complete registration, please follow the directions you
receive within 48 hours,

o shiould receive the confirrnation e-rmail within a few minutes, Please rmake certain that your spam
filtering allows messages from support@dyndnes. com to be delivered. If you have not received this e-mail
within an hour o so, request a password reset, Following the instructions in the password reset e-mail
will also confirmn your new account,

Tharks for using DynDHS!

Copyright & 1999-2007 Dynamic Mebwork Services, Inc, - Privacy Palicy - ptable Use Policy - Tradermark Motices

5. You will get a e-mail like bellows, then click on URL in red circle.
NOTE: Confirm in 48 hours or your account will be deleted from the DDNS server.

Your DynDNE Account 'intellinet’ has been created. You need to
vizit the confirmation address below within 43 hours to complete
the account creation process:

m.dyndns.com/account/conﬁrm/g
R —

Our basic service offerings are free, but they are supported by
our paid services, See Hfip/Awww dvndns. comdservices/ for a
full listing of all of our available services,

If wou did not sign up for this account, this will be the only
communication yvou will receive, All non—confirmed accounts are
automatically deleted after 45 hours, and no addresses are kept
on file. We apologize for any inconvenience this correspondence
may have caused, and we assure you that it was only sent at the
request of someone visiting our site requesting an account.

Sincerely,
The DynDMNS Team

6. Click on “Login” and log in with your user ID and password.

About

My Account

Create Account

Lost Passward?

Search DynDINS
Search

Services Account Support ewis

Account Confirmed

The account intellinet has been confirmed. *rou can now |ogin and start using your account,

Ee informed of new services, changes to services, and important system maintenance/status
niotifications by subscribing to our maling lists, Once there, you may sushscribe to the Announce list by
rherking the appropriate box and clicking the "Save Settings" button,

7. Click on Services, DNS Services, Dynamic DNS and Create Hosts subsequently.
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About Services Account Support MNews

. Dynamic DNSSM
Custom DS The free Dynamic DNS service alows you to alias a dynamic IP A

Secondary DMS address to a static hostname in any of the many domains we
offer, alowing your computer to be more easily accessed from Craate Hosts

Recursive DMS

aw') warious locations on the Internet. We provide this service, for

Features up to five (S) hostnames, free to the Internet community, Manage Hosts

Available Comains

FaQs

Hawe-To The Dyvnarnic DNS service is ideal for a home website, fle server, or just to keep a pointer back to
Static DNS your home PC so you can access those important documents while you're at waork, Using one of
TLD DNS the available third-party update dients you can keep your hostname aways pointing to your IR

address, no matter how often your ISP changes it Mo maore fumbling to find that piece of paper
wihiere you wrote dowen your 1P address, or e-rmailing all your friends every tirme it changes, Just tell
S5L Certificates them to visit vourname, dyndns.org instead!

Dornain Registration

Mail Services

Network Monitoring More Info:

8. Fill Hostname(a) you want in, select domain name(b) you want and press “Add Host’(c).
The other items are okay as they are. For the detailed about each field, refer to the FAQ page.

New Dynamic DNSS" Host

Hostname: a intellinet _J) dyndns.arg &
|2

IP Address: 22122105102
Enable Wildcard: r
Mail Exchanger (optional): | [T Backup Mx?

Cc Add Host Reset Farm

5. After successful registration, registered information will be shown as bellows.
H Ostname Cre ated DCoynarnic DHS Horne

The hostnarme you have requested has been created. The infarmation nowe in the database and
DMS system is:

Hostname: intelinet.dyndns.org
IP Address: 222,122,103, 102
Wildcard: M
Mail Exchanger: hare
Backup Mx: I

NOTE: After having registered completely with DDNS server, do the DDNS settings for the camera.

DDNS Registration for the Pro Series Network Camera
1. After setting up ODS or DynDNS, open network configuration page of administrator menu.

2. At least one of 1st and 2nd DNS Server Address should be predefined and it should be in service
normally.
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1st DMNS server address:
2nd DNS server address:

SMTP Server (max 25 characters):

[T Use SMTP authentication

|1 B8 126.63.1

Sender email address (max 30 characters): I

DDMS Server (max 30 characters):
User ID {max 10 characters):
Password (max 10 characters):

Host Mame (max 30 characters):
[T DDMS manual update
Status:

b—blwww.dyndns.urg

d —»|MyIDis

e _’I******

f—}lintellinet.dyndns.urg

Authentication method: JLOGIN =
ID {max 30 characters): |
Password (max 10 characters): I
Realm (max 15 characters): I
DDMS Registration: a— Fgonahle disable c

sy, 0ClS

dns.org
.arg

g

subrmit | cancel

3. In the DDNS Registration section,
a. click “enable”,
b. click on the DDNS Server Box,

c. select the DDNS server (ODS or DynDNS) you want.

d. fill your registered user ID in.
e. fill your registered password in
g. press submit button

NOTE: Fill in with full domain name like “intellinet.dyndns.org”.

NOTE: Before DDNS settings, your ID/password and domain name should have registered in the ODS

or DynDNS DDNS service.

3. If registration is successful, you may see “Registration Success” in the “Status” area after several

seconds, otherwise check your registered information again or network connection status!

4. After having registered successfully, you can connect to the camera by a domain name that you

registered.
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Appendix H: Reinstating the Factory Default Settings

This information details how to set the default settings for the Pro Series Network Camera. In certain
circumstances, it may be necessary to restart or reinstate the factory default settings for your camera.
This is done by pressing the Reset button or by using HyperTerminal settings.

Pressing the Reset Button
1. Using a paper clip or any sharp pin, press the Reset button on the back of the camera.
2. Switch off the camera by disconnecting the power cable.

3.  While pressing the Reset button, reconnect the power supply cable. Keep the Reset button
pressed until the green Operating Status LED blinks three times (this may take 10 to 15
seconds). Release the Reset button.

Using HyperTerminal
1.  Run "HyperTerminal" (see 4.3.1).
2. Supply power to the camera.

3. After a few moments, the countdown begins with the prompt "Press any key to stop auto
booting within 3 seconds..." Press any key to display the screen below.

& mpegdcam - HyperTerminal

File Edit Wiew Call Transfer Help
0= B DB

HHHHEEE B B B R ~
ARMboot2 .0

Flash size= GX00860000

Hit any key to stop autoboot: @

System Configuration

IP Address : 192.168.1.62
Netmask 1 299.295.255.0
Gateway :192.168.1.1

TFTP Server IP : 192.168.1.3

MAC Address : 00:00:10:10:45:44

Serial Number : MNC-W300_p00008

BootROM : Ver BLHPGOO1.3
Firmware : Ver FLMPGOB2.9

BOOT>

w

[ 2
Connected 0:01:19 Auto detect 115200 &-N-1 L}

When you enter "Set," the administrator ID and password reinstate as factory default "admin."

NOTE: Reinstating the original default settings will cause all parameters (including IP address) to be
reset.

Factory default settings

Administrator ID: admin Administrator password: admin
Guest ID: guest Guest password: guest

IP address: 192.168.1.221

Subnet mask address: 255.255.255.0

Gateway address: 192.168.1.1

Server IP address: 192.168.1.5
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Appendix |: Glossary of Terms

ActiveX -A control (or set of rules) used by a browser. ActiveX controls are often downloaded and
installed automatically as required.

ARP -Address Resolution Protocol. A method for finding a host's Ethernet address from its Internet
address. The sender broadcasts an ARP packet containing the Internet address of another host and
waits for it (or some other host) to send back its Ethernet address. Each host maintains a cache of
address translations to reduce delay and loading. ARP allows the Internet address to be independent
of the Ethernet address, but it only works if all hosts support it. The ARP command can be used to set
the IP addresses for your product.

CGI -Common Gateway Interface. A standard for running external programs from a World Wide Web
HTTP server. CGI specifies how to pass arguments to the executing program as part of the HTTP
request. It also defines a set of environment variables. Commonly, the program will generate some
HTML that will be passed back to the browser, but it can also request URL redirection. Basically, it's a
set of rules (or a program) that allows a Web server to communicate with other programs.

DSL - Digital Subscriber Loop. A family of digital telecommunications protocols designed to allow
high-speed data communication over the existing copper telephone lines between end- users and
telephone companies.

DHCP -A protocol that provides a means to dynamically allocate IP addresses to computers on a local
area network. The system administrator assigns a range of IP addresses to a DHCP, and each client
computer on the LAN has its TCP/IP software configured to request an IP address from the DHCP
server. The request and grant process uses a lease concept with a controllable time period.

Ethernet -A widely used networking standard.

Firewall -A virtual barrier between a LAN (Local Area Network) and other networks; e.g., the
Internet.

Frame Grabber Card - Plug-in hardware for "grabbing" images.

FTP -A client-server protocol that allows a user on one computer to transfer files to and from another
computer over a TCP/IP network. Also, the client program the user executes to transfer files. It is
defined in STD 9, RFC 959.

HTML -A markup language used to structure text and multimedia documents and to set up
hypertext links between documents, used extensively on the World Wide Web.

HTTP - A protocol used to request and transmit files, especially Web pages.

Intranet -A privately maintained computer network that can be accessed only by authorized
persons, especially members or employees of the organization that owns it.

IP - Internet Protocol. The network layer for the TCP/IP protocol suite widely used on Ethernet
networks, defined in STD 5, RFC 791. IP is a connectionless, best-effort packet switching protocol. It
provides packet routing, fragmentation and re-assembly through the data link layer.

IP number (address) -A unique number used by a computer on the network to allow it to be
identified and found.

JPEG -A standard image format, used widely for photographs. Also known as JPG.

LAN - Local Area Network. A data communications network which is geographically limited
(typically to a 1 km radius), allowing easy interconnection of terminals, microprocessors and
computers within adjacent buildings. Ethernet and FDDI are examples of standard LANSs.

PING -A protocol that sends a message to another computer and waits for acknowledgment, often
used to check if another computer on a network is reachable.

PPP - Point to Point Protocol. A method allowing one computer to connect to another, usually via a
modem over a phone line.
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Protocol - A set of formal rules describing how to transmit data, especially across a network.
Low-level protocols define the electrical and physical standards to be observed, bit-and
byte-ordering and the transmission and error detection and correction of the bit stream. High-level
protocols deal with the data formatting, including the syntax of messages, the terminal to computer
dialogue, character sets, sequencing of messages, etc.

SMTP - Simple Mail Transfer Protocol.

TCP/IP - Transmission Control Protocol/Internet Protocol. The wide-area-networking protocol that
makes the Internet work. TCP/IP is used on many networks, including the Internet. TCP keeps track
of the individual packets of information and IP contains the rules for how the packets are actually
sent and received.

URL - Uniform Resource Locator. An "address" on the network.

WAN - Wide Area Network. A communications network that uses such devices as telephone lines,
satellite dishes or radio waves to span a larger geographic area than can be covered by a LAN.

Wizard -A program designed specifically to guide the user through a procedure. Typically used for
installation and configuration. InstallShield Wizard is required to download ActiveX manually.

Appendix J: Product Specifications

Pro Series CCD Network Camera
MPEG4/M-JPEG Dual Mode, Sony Super HAD CCD, Day/Night, 2 Way Audio, POE, NTSC/PAL

Model : MNC-L200 Standard Version
MNC-L200TDN True Day & Night Version

Specifications
Standards
e |EEE 802.3 (10Base-T Ethernet)
e |EEE 802.3u (100Base-TX Fast Ethernet)
o |EEE 802.3af (Power over Ethernet)

General

32-bit ARM9 RISC CPU

16 MByte video frame buffer

8 Mbyte flash memory

32 Mbyte SDRAM

Supported image resolutions: NTSC D1 (720 x 480), PAL D1 (720 x 576), VGA, CIF
Audio support:

- Full duplex

- Bandwidth: 300 Hz to 3.4 KHz

- Audio input: 3.5 mm / 1.8" microphone input jack

- Audio output: 3.5 mm / 1.8" speaker output jack

e Protocols supported: TCP/IP, UDP, HTTP, FTP, SMTP, DHCP, DNS, ARP, ICMP, RTSP, RTC
e Certifications: FCC Class B, RF: EN300328, EMC: EN301489-1/-7, Safety: EN60950-1

Image Sensor and Lens Specification
1/3" SONY Super HAD CCD sensor

S/N ratio: > 48 dB

Video output: 1.0 Vp-p (75 Ohms, composite)
Automatic white balance control

85



Image Control, Brightness, Contrast, Saturation, Hue

Min. lllumination 0.1 Lux / 0.001 Lux for TDN

Electronic shutter: 1/60 — 1/10.000 sec.

Replaceable standard 1/3" CS mount lens

6mm Fixed Iris Lens / Vari-Focal DC Control Auto Iris Lens (3.5mm-8.0mm) for TDN
Maximum relative aperture F1.8

LEDs
e Power
e Network connection
e Camera operation

Environmental

Dimensions: 87 (W) x 158 (L) x45 (H)mm (3.4 x 6.2 x 1.8 in.)
Weight: 3259

Operating temperature: 0 — 50°C (32 — 122°F)

Operating humidity: 10 — 95% RH, non-condensing

Storage temperature: 0 — 60°C (0 — 149°F)

Power
e External power adapter: 12V DC, 1.5A
e Power consumption: 3.0 Watts (maximum)

System Requirements
e Windows 2000, XP, Vista, Linux, Mac OS X
e  Computer with network connection
e Web browser support:
- MS Internet Explorer 5.0 or higher (ActiveX + Java)
- Mozilla 1.x, Mozilla Firefox (Java)
- Netscape Navigator 6.0 or higher (Java)
- Opera (Java)
- Safari (Java)
- Konqueror (Java)

Package Contents

Pro Series Network Camera
User manual

External power adapter
Software CD

Pro Series Wireless Network Camera

Wireless G MPEG4/M-JPEG Dual Mode, Sony Super HAD CCD, Day/Night, 2 Way Audio, PoE,
NTSC/PAL

Model: MNC-W200 Standard Version

Model: MNC-W200TDN True Day & Night Version

Specifications
Standards

e |EEE 802.11b (11 Mbps Wireless LAN)

e |EEE 802.11g (54 Mbps Wireless LAN)
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e |EEE 802.3 (10Base-T Ethernet)
e |EEE 802.3u (100Base-TX Fast Ethernet)

e |EEE 802.3af (Power over Ethernet)

General

32-bit ARM9 RISC CPU

16 MByte video frame buffer

8 Mbyte flash memory

32 Mbyte SDRAM

Supported image resolutions: NTSC D1 (720 x 480), PAL D1 (720 x 576), VGA, CIF
Audio support:

- Full duplex

- Bandwidth: 300 Hz to 3.4 KHz

- Audio input: 3.5 mm / 1.8" microphone input jack

- Audio output: 3.5 mm / 1.8" speaker output jack

e  Protocols supported: TCP/IP, UDP, HTTP, FTP, SMTP, DHCP, DNS, ARP, ICMP, RTSP, RTC
e Certifications: FCC Class B, RF: EN300328, EMC: EN301489-1/-7, Safety: EN60950-1

e Data rates:
- IEEE 802.11b (11 Mbps, 5.5 Mbps, 2 Mbps, 1 Mbps)
- IEEE 802.119g (54 Mbps, 48 Mbps, 36 Mbps, 24 Mbps, 18 Mbps, 12 Mbps, 9 Mbps, 6 Mbps)

e Data encryption: WEP (64-bit & 128-bit), WPA- and WPA2-PSK (with TKIP and AES
e Antenna: single detachable dipole antenna with RP-SMA connector, 2 dBi gain
e Operation modes: Infrastructure, Ad Hoc

e Preamble modes: long, short, auto

Image Sensor and Lens Specification

1/3" SONY Super HAD CCD sensor

S/N ratio: > 48 dB

Video output: 1.0 Vp-p (75 Ohms, composite)
Automatic white balance control

Image Control, Brightness, Contrast, Saturation, Hue
Min. lllumination 0.1 Lux / 0.001 Lux for TDN
Electronic shutter: 1/60 — 1/10.000 sec.

Replaceable standard 1/3" CS mount lens

6mm Fixed Iris Lens / Vari-Focal DC Control Auto Iris Lens (3.5mm-8.0mm) for TDN
Maximum relative aperture F1.8

LEDs
e Power
e Network connection
e  Camera operation

Environmental

Dimensions: 87 (W) x 158 (L) x 45 (H) mm (3.4 x 6.2 x 1.8 in.)
Weight: 340g

Operating temperature: 0 — 50°C (32 — 122°F)

Operating humidity: 10 — 95% RH, non-condensing
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e  Storage temperature: 0 — 60°C (0 — 149°F)

Power
e  External power adapter: 12V DC, 1.5 A
e  Power consumption: 3.0 Watts (maximum)

System Requirements
e Windows 2000, XP, Vista, Linux, Mac OS X
e Computer with network connection

e  Web browser support:
- MS Internet Explorer 5.0 or higher (ActiveX + Java)
- Mozilla 1.x, Mozilla Firefox (Java)
- Netscape Navigator 6.0 or higher (Java)
- Opera (Java)
- Safari (Java)
- Konqueror (Java)

Package Contents

Pro Series Wireless Network Camera
User manual

External power adapter

Software CD

Camera Bracket

Pro Series Night Vision Network Camera

MPEG4/M-JPEG Dual Mode, Sony Super HAD CCD, Night Vision with IR Lens, 2 Way Audio, PoE,
NTSC/PAL

Model: MNC-L200IR

Model: MNC-W200IR — Wireless G

Specifications

Standards

IEEE 802.3 (10Base-T Ethernet)

IEEE 802.11b/g (for MNC-W200IR)

IEEE 802.3u (100Base-TX Fast Ethernet)
IEEE 802.3af (Power over Ethernet)

General

32-bit ARM9 RISC CPU

16 MByte video frame buffer

8 Mbyte flash memory

32 Mbyte SDRAM

Supported image resolutions: NTSC D1 (720 x 480), PAL D1 (720 x 576), VGA, CIF
Audio support:

- Full duplex

- Bandwidth: 300 Hz to 3.4 KHz

- Audio input: 3.5 mm / 1.8" microphone input jack

- Audio output: 3.5 mm / 1.8" speaker output jack

e Protocols supported: TCP/IP, UDP, HTTP, FTP, SMTP, DHCP, DNS, ARP, ICMP, RTSP, RTC

e  Certifications: FCC Class B, RF: EN300328, EMC: EN301489-1/-7, Safety: EN60950-1

Wireless Communication

e Data rates:
- IEEE 802.11b (11 Mbps, 5.5 Mbps, 2 Mbps, 1 Mbps)
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- IEEE 802.11g (54 Mbps, 48 Mbps, 36 Mbps, 24 Mbps, 18 Mbps, 12 Mbps, 9 Mbps, 6 Mbps)

Data encryption: WEP (64-bit & 128-bit), WPA- and WPA2-PSK (with TKIP and AES authentication)
Antenna: single detachable dipole antenna with RP-SMA connector, 2 dBi gain

Operation modes: Infrastructure, Ad Hoc

Preamble modes: long, short, auto

Image Sensor and Lens Specification
1/3" SONY Super HAD CCD sensor

410K pixel array

S/N ratio: > 48 dB

Video output: 1.0 Vp-p (75 Ohms, composite)
Automatic white balance control

Image Control, Brightness, Contrast, Saturation, Hue
Min. lllumination : 0 Lux with IR LED’s on
Electronic shutter: 1/60 — 1/10.000 sec.
Replaceable standard 1/3" CS mount lens
6mm Fixed Iris Lens, angular field of view 53°
Maximum relative aperture F1.8

LEDs

Power

Network connection
Camera operation

Environmental

Dimensions: 87 (W) x 158 (L) x 45 (H) mm (3.4 x 6.2 x 1.8 in.)
Weight: 345g

Operating temperature: 0 — 50°C (32 — 122°F)

Operating humidity: 10 — 95% RH, non-condensing

Storage temperature: 0 — 60°C (0 — 149°F)

Power
External power adapter: 12V DC, 1.5A
Power consumption: 3.0 Watts (maximum)

System Requirements
Windows 2000, XP, Vista, Linux, Mac OS X
Computer with network connection

Web browser support:

- MS Internet Explorer 5.0 or higher (ActiveX + Java)
- Mozilla 1.x, Mozilla Firefox (Java)

- Netscape Navigator 6.0 or higher (Java)

- Opera (Java)

- Safari (Java)

- Konqueror (Java)

Package Contents

Pro Series Night Vision Network Camera
User manual

External power adapter

Software CD

Camera Bracket

89



Pro Series Digital PTZ Network Camera

MPEG4/M-JPEG Dual Mode, 2.0 Mega Pixel CMOS, 2 Way Audio, PoE, 5X Digital Zoom & Pan Tilt
Operation

Model: MNC-L100M20

Model: MNC-W100M20 — Wireless G

Specifications:
Standards
IEEE 802.3 (10Base-T Ethernet)

e |EEE 802.3u (100Base-TX Fast Ethernet)
e |EEE 802.3af (Power over Ethernet)

e |EEE 802.11 b/g WLAN

General

e 32-bit ARM9 RISC CPU
e 16 MByte video frame buffer
e Image buffer: 200 frames (CIF)
e 8 MByte flash memory
e 32 MByte SDRAM
e Supported image resolutions: D1 (720 x 480), VGA (640 x 480), CIF (352 x 240)
e \/ideo frame rate: max. 25 fps @ D1; 25 fps @ VGA; 25 fps @ CIF
e Audio support:
- Full duplex
- Bandwidth: 300 Hz~3.4 kHz
- Audio input: 3.5 mm / 1.8" microphone input jack
- Audio output: 3.5 mm / 1.8" speaker output jack
e Protocols supported: TCP/IP, UDP, HTTP, FTP, SMTP, DHCP, DNS, ARP, ICMP, RTSP, RTC
e Certifications: FCC Class B, RF: EN300328, EMC: EN301489-1/-7, Safety: EN60950-1

Image Sensor and Lens Specification
e 1/3.2" Micron Progressive Scan CMOS sensor

2.0 Mega Pixel resolution (1,668 H x 1,248 V)

S/N ratio: 42.3 dB (max.)

Shutter type: Electronic rolling shutter (ERS)

Automatic defect correction, exposure, white balance, black reference, flicker avoidance and
color saturation

Manual brightness, contrast, saturation, hue, sharpness control

Manual white balance control

Minimum illumination: 0.1 lux

Focal length 6.0 mm, angular field of view 53 degree, object distance 1 m to infinity

LED’s

e Power

e Network connection
e Camera operation

Environmental

e Dimensions: 87 (W) x 158 (L) x 45 (H) mm (3.4 x6.2x 1.8 in.)
Weight: 285g

Operating temperature: 0 degree C~50degree C (32 ~122 degree F)
Operating humidity: 20 ~80% RH, non-condensing

Storage temperature: 0 ~60degree C (32~140degree F)

Power
e External power adapter: 12V DC, 1.5 A
e Power consumption: 6.0 Watts (maximum)
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System Requirements
e Windows 2000, XP, Vista, Linux, Mac OS X
e Computer with network connection
e Web browser support:
- MS Internet Explorer 5.0 or higher (ActiveX + Java)
- Mozilla 1.x, Mozilla Firefox (Java)
- Netscape Navigator 6.0 or higher (Java)
- Opera (Java)
- Safari (Java)
- Konqueror (Java)

Package Contents

e Pro Series Digital PTZ Network Camera
User manual

External power adapter

Software CD

Camera Bracket

Vandal Dome Network Camera

MPEG4/M-JPEG Dual Mode, True Day/Night, Vandal & Tamper Proof Housing, Night Vision with
IR LED’s(for 300VTDNIR), NTSC/PAL

Model: MNC-300V : Standard

Model: MNC-300VTDNIR : True Day & Night with IR Night Vision

Specifications

Standards

IEEE 802.3 (10Base-T Ethernet)

IEEE 802.3u (100Base-TX Fast Ethernet)
IEEE 802.3af (Power over Ethernet)

IP66 (Ingress Protection)

General

32-bit ARM9 RISC CPU

16 MByte video frame buffer

8 Mbyte flash memory

32 Mbyte SDRAM

Supported image resolutions: NTSC D1 (720 x 480), PAL D1 (720 x 576), VGA, CIF
Audio support:

- Full duplex

- Bandwidth: 300 Hz to 3.4 KHz

- Audio input: 3.5 mm / 1.8" microphone input jack

- Audio output: 3.5 mm / 1.8" speaker output jack

e |R distance : Max. 30M Effective 25M

e  Protocols supported: TCP/IP, UDP, HTTP, FTP, SMTP, DHCP, DNS, ARP, ICMP, RTSP, RTC
e  Certifications: FCC Class B, RF: EN300328, EMC: EN301489-1/-7, Safety: EN60950-1

Image Sensor and Lens Specification

1/3" SONY Super HAD CCD sensor

S/N ratio: > 48 dB

Video output: 1.0 Vp-p (75 Ohms, composite)
Automatic white balance control

Image Control, Brightness, Contrast, Saturation, Hue
Min. lllumination 0.5 Lux / 0.00001 Lux for TDN
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Electronic shutter: 1/60 — 1/10.000 sec.
Lens : 4.0~9.0mm Vari-focal Auto Iris Lens (DC Drive)

LED’s
Power
Network connection
Camera operation

Environmental

Dimensions: 160(D)mm*110mm(H) (6.29inch * 4.33inch)
Weight: 990g (Bracket not included)

Operating temperature: —10'C~+50'C

Storage temperature: —10’C~+50'C

Power
External power adapter: 12V DC, 2.0 A
Power consumption: 4.0 Watts (maximum)

System Requirements
Windows 2000, XP, Vista
Computer with network connection

Web browser support:
- MS Internet Explorer 5.0 or higher (ActiveX)
- Netscape Navigator, Mozilla, Firefox, Opera (Java for JPEG only)

Package Contents

Vandal Dome Network Camera
User manual

External power adapter
Software CD

Pro Series Network Video Server
MPEG4/M-JPEG Dual Mode, 2 Way Audio, PoE, NTSC/PAL
Model: MNS-202

Specifications

Standards

IEEE 802.3 (10Base-T Ethernet)

IEEE 802.3u (100Base-TX Fast Ethernet)
IEEE 802.3af (Power over Ethernet)

General

32-bit ARM9 RISC CPU

16 MByte video frame buffer
8 Mbyte flash memory

32 Mbyte SDRAM

Supported image resolutions:
- PAL: D1 (720 x 576), VGA (640 x 576), CIF (352 x 288)
- NTSC: D1 (720 x 480), VGA (640 x 480), CIF (352 x 240)

Audio support:
- Full duplex
- Bandwidth: 300 Hz to 3.4 KHz
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- Audio input: 3.5 mm / 1.8" microphone input jack
- Audio output: 3.5 mm / 1.8" speaker output jack

Protocols supported: TCP/IP, UDP, HTTP, FTP, SMTP, DHCP, DNS, ARP, ICMP, RTSP, RTC
Certifications: FCC Part 15, Subpart B Class A, CE Directive 89/336/EEC (EMC Directive)

PTZ Control

Selectable baud rate (2400, 4800, 9600 bps)
Selectable ID (1 — 255)

Supported protocols: Pelco D/P

Supported cameras: HONEYWELL HRX-2000, VICON V1311RB-VPS, LG LPT-A100L, SAMSUNG
TECHWIN, SAMSUNG ELECTRONICS MRX-1000, INTER-M, DONGYANG UNITECH DRX302A and all
other cameras using Pelco-D and P

External 10

RS-485 port for PTZ control

DC output for power supply to external device (12 V, 500 mA)
Sensor input

Alarm output

LEDs
Power
Network connection

On Air / Network Video Server Active

Environmental

Dimensions: 142 (W) x 145 (L) x 31 (H) mm (5.6 x 5.7 x 1.2/in.)
Weight: 1.3 kg (2.8 Ibs.)

Operating temperature: 0 — 50°C (32 — 122°F)

Operating humidity: 20 — 80% RH, non-condensing

Storage temperature: 0 — 60°C (0 — 149°F)

System Requirements

Windows 2000, XP, Vista, Linux, Mac OS X
Computer with network connection

Web browser support:

- MS Internet Explorer 5.0 or higher (ActiveX + Java)
- Mozilla 1.x, Mozilla Firefox (Java)

- Netscape Navigator 6.0 or higher (Java)

- Opera (Java)

- Safari (Java)

- Konqueror (Java)

Power
External power adapter: 12V DC, 1.5 A
Power consumption: 6.0 Watts (maximum)

Package Contents

Pro Series Network Video Server
User manual

External power adapter

Software CD
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WEBVIEW™ offers a complete line-up of network video products and solution. Ask
your local dealer for more information or visit www.networkipcam.com
Copyright © Microweb Co., Ltd.

All products mentioned are trademarks or registered trademarks of their respective owners.
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